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Digitizing Privacy: Evolving Fourth Amendment Interpretation

Andrew Swain

New College of Florida, 2013

ABSTRACT

Technological innovation in communications has been a major spark in shifting 

conceptions of privacy away from the idea that privacy stems from ownership of 

materials one wishes to be kept private, to a more individualized explanation of privacy 

that stems from the production of materials and intent of said materials when they were 

produced. This thesis examines four distinct periods of communications technology: the 

development of a modern postal system, the telegraph, the telephone, and the Internet. By

tracing how Supreme Court interpretation of the Fourth Amendment has evolved with the

development of these new technologies, it becomes clear that the Supreme Court has 

slowly changed the very foundation upon which communications privacy is based. This 

thesis analyzes case law from each of these distinct periods to examine and attempt to 

explain this complicated interpretative evolution.

Keith Fitzgerald

Social Sciences
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Chapter One

Tracing Fourth Amendment Privacy Through Time

“We must never forget that it is a constitution we are expounding.”1

The concept of privacy has developed over centuries, beginning with propertied 

explanations, rooted in British common law before the establishment of the United States.

Propertied explanations have continued in the American legal tradition since the writing 

of our Constitution. However, this foundation of privacy has begun to shift in accordance 

with the expectations of a highly networked and educated society. 

Technological innovation in communications has been a major spark in shifting 

conceptions of privacy away from the outmoded rationale that privacy stems from 

ownership of materials one wishes to be kept private, to a more individualized 

explanation of privacy that stems from the production of materials and intent of said 

materials when they were produced. This study will examine four distinct periods of 

communications technology: the development of a modern postal system and the delivery

of letters by the federal government, the development of the telegraph, the emergence of 

phone lines and wiretapping, and the more contemporary third party doctrine dealing 

with servers that hold private documents, information, and communications. Overall, the 

most basic question this project seeks to answer is, “how has the Supreme Court's 

conception of privacy developed over four distinct periods of technological innovation in 

communication?” 

1 Justice Marshall in his McCulloch v. Maryland opinion.

1



This research question sets aside the interconnected nature of the Supreme Court 

and the legislature. The actual writing of laws by the legislature plays an important role in

the regulation, protection, and invasion of privacy by the federal government. Narrowing 

this research question necessitates looking at conceptual change rather than individual 

and specific points in history where privacy was lost or protected by statute. Therefore, 

the statutory environment2 in which each period resides will be summarized briefly 

before looking at actual Fourth Amendment case law.

The predominant conceptual shift over time seems to be from propertarian 

expectations of privacy to more individualized expectations of privacy. This propertarian 

explanation is a classically liberal idea where privacy emanates from individual 

ownership of real property. A good example of this interpretive strategy is the common 

colloquialism that “a home is a man's castle” which originates from early British common

law.3 The Court still relies on propertarian conceptions of privacy more heavily than 

individual expectations as established in Katz v. United States (1967).4 This landmark 

decision created the reasonable expectation of privacy test. This two-pronged test places 

privacy in a more subjective interpretative space: when an individual subjectively expects

privacy, and when society is willing to recognize that expectation as reasonable, then the 

Fourth Amendment should be applied. Of course, charting this kind of slow conceptual 

change is easily blurred by differences among the human beings who constitute the 

2 Environment of laws passed by Congress regulating the communications technology in question.
3 Quoting Sr. William Pitt the Elder, “The poorest man may, in his cottage, bid defiance to all the forces 

of the crown. It may be frail; its roof may shake, the wind may blow through it; the storm may enter; 
but the King of England may not enter – all his force dares not cross the threshold of the ruined 
tenement” (Stephens and Glen 2005, 34) See also, Semayne's Case (77 Eng. Rep. 194).

4 Landmark case of the telephone period concerning the illegal wiretapping of a gambler in a public 
telephone booth. This case established the “reasonable expectation of privacy test and reversed 
previous precedent (Olmstead) by asserting that the Fourth Amendment “protects people, and not 
simply 'areas' against unreasonable searches and seizures” (Menez and Vile 2004, 361).
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Supreme Court – the individual policy preferences of Justices are easily couched in 

constitutional language, and stare decisis5 is (arguably) easily ignored. 

The overarching and more fundamental argument this project seeks to address is 

whether developments in communication technologies have slowly altered the Supreme 

Court's interpretation of the Fourth Amendment. Although privacy based in property and 

privacy based in the individual are not entirely mutually exclusive, the latter foundation 

provides broader protection of the civil liberties that are seemingly embodied in the spirit 

of the Constitution as a whole than the former foundation. This is especially true as new 

and different technologies replace older technologies as primary forms of 

communication. Consequentially, my first hypothesis is that developments in 

communication technology force the Court to act. This hypothesis will be tested in the 

study of the first three technological periods –  letter writing and sending, telegraphs, and 

phone lines. My second hypothesis, which follows from the first, is that the nature of 

these new technologies in the fourth technological period (networked, large-scale 

computer systems and servers) will force the Court to act in a certain way based on the 

way they have reacted in the second and third technological periods, with the landmark 

case of Katz and the established test of a reasonable expectation of privacy. I contend that

this “certain way” (or paradigm) will be the establishment (where it has failed before) and

strengthening of a new and possibly more republican sphere of privacy based on the 

individual. The evidence used in evaluating this second hypothesis will be recent 

developments in lower courts and dissents in more recent Supreme Courts.

5 Abbreviation of Latin maxim “stare decisis et non quieta movere”which translates to “To stand by 
decisions and not to disturb the undisturbed.” This is a legal term which means to abide by previous 
legal precedent (Adeleye et al. 1999, 371).

3



The topic of Fourth Amendment interpretation is rarely discussed in the discipline

of political science, while heavily discussed in the field of constitutional law. It is my 

view that this topic is slighted by a lack of systematic historical process-tracing, which is 

rarely found in constitutional law reviews and is ignored or merely touched upon in social

science research. By undertaking a study of privacy and the Constitution in the vein of 

American political development, this project will bring the two fields together in order to 

trace this conceptual process in a systematic way. 

The concept of privacy has implications for our society with the development of 

the Internet and its inherent tendency to breach what many consider their expectation of 

privacy. For example, the full and continuous logging by Internet Service Providers, 

search engines, and social networking sites of everything an American citizen does online

has serious implications for privacy in the present and the future. Advances in this 

technology, like cryptography, onion routing, and the creation of tools that bar invasions 

of privacy by any entity also have implications for how the Fourth Amendment must be 

interpreted in the future in order to safeguard civil liberties while balancing the needs of 

law enforcement. In essence, this topic is of importance to any citizen living in any 

modern state because it deals with a concept that many believe is firm and impregnable, 

while in actuality has been debated, revised, strengthened, and weakened throughout the 

course of modern history, especially with the continuing development of communication 

technologies. 

The structure of this project will be simple. It will be composed of four chapters, 

with this first chapter including a theoretical background, a review of the literature, and a 

description of the methods used to conduct this study. The second chapter will be focused
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on the first two technological periods previously described – the mass postal system and 

telegraphs – to describe this propertarian conception of privacy before the development 

of communications technology using actual data. This chapter will describe this 

propertarian regime that continues to characterize constitutional interpretation of the 

Fourth Amendment. The third chapter will describe the conceptual evolution of Fourth 

Amendment privacy in the context of the networked nature of telephone lines, beginning 

with Olmstead v. United States (1928)6 and ending with the landmark Katz case. The 

fourth chapter will focus on how this property-based regime of interpretation has been 

seemingly revitalized through the progeny of Katz, as well as how statutes governing 

privacy on the Internet are woefully inadequate without full Fourth Amendment 

application by the Supreme Court.

Private vs. Public Spheres in a Republican Tradition

Although this study isolates a particular branch of privacy – constitutional 

protections on the domestic search and seizure of communications by governmental 

actors – a broader theoretical background of the concept may help to explain some 

constitutional interpretation of the Fourth Amendment. 

In antiquity, republican theory did not place much emphasis on privacy. Virtuous 

behavior in the polis (public sphere) was seen as a more important endeavor than what 

went in on the oikos (private sphere), though the two spheres were established as separate

and distinct. According to Iseult Honohan, “the idea of a private area beyond government 

6 Landmark case preceding Katz which established that wiretapping of telephone lines in order to collect 
evidence of a crime was constitutional. The reasoning of this decision was that there was a lack of 
search and of seizure, and that evidence was found only through the act of hearing. Telephones only 
allow conversation between two distant places, therefore, the Fourth Amendment should not be applied
to telephones (Menez and Vile 2004, 360).
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control has been largely a development of liberalism since Locke” (2002, 210). However,

activity in the private sphere was seen as a necessary basis for activity in the public 

sphere. Hannah Arendt describes the private sphere's importance by first describing the 

private realm as a place of necessity, where, when needs are fulfilled, virtuous activity in 

the public sphere can be realized. She also describes the private sphere as “[offering] the 

only reliable hiding place from the common public world... from being seen and being 

heard” and that existence only in the public sphere quickly becomes “shallow” (1998, 

71). This description of the private sphere is bound to liberal ideals of property, as shown 

through Arendt's use of Locke's labor theory of property (1998, 58-73). In essence, much 

of republican theory espouses the private sphere as being a place of development for 

activity in the public sphere. In this sense, privacy as a concept is not necessarily a 

“liberal” concept which requires the isolation of the individual in a realm entirely free 

from governmental interference, but rather recognizes the individual as a social animal 

who must develop and emerge from a private sphere in order to fully participate in the 

public sphere. The limits and extensions of these privacy rights are thus grounded in 

public discourse and participation in the ideal republic (Honohan 2002, 210-211).

This summary of a republican theory of privacy is broad, but useful in 

distinguishing the difference established by Aristotle between the oikos and polis. 

However, legal arguments for privacy, especially within the Fourth Amendment, are 

rooted more in a liberal explanation based in property, as previously stated. Many 

scholars use Brandeis and Warren's article entitled “The Right to Privacy” as an early 

stepping stone towards a more modern and seemingly republican conception of privacy. 

This approach has been debated in the Supreme Court since the early 20th century. 
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Though this article is focused on privacy rights in tort law, specifically, media 

organizations and their new use of cameras, the article still offers a model of privacy 

distinct from propertied explanations of the concept. 

The law article entitled “The Right to Privacy” penned by a young Justice 

Brandeis and his law partner Samuel Warren offers an early legal argument for a “right to

privacy” in tort law. Their argument is rooted in the need for a legal concept of privacy 

separate and distinct from property rights and contract law. This is in response to the then 

recent development of cameras that were not dependent on the stillness of the subject, 

allowing the surreptitious use of cameras in public. Though the argument is primarily 

based in tort law aimed at media organizations' use of photographs of persons without 

explicit permission, many of the concepts developed in the article heavily influenced 

Brandeis' later opinions as a Supreme Court justice. The argument clearly differentiates 

between public and private spheres of life and essentially argues for privacy protections 

dependent on the nature of the documents, opinions, or habits of the individual rather 

than simple protections based in real property. Thus, the protections that Brandeis' argues

for cover both tangible and intangible things. This article has long been a starting point 

for legal scholars developing their own arguments for or against privacy, both in tort and 

constitutional contexts (Brandeis and Warren 1890).

Strains and Veins: Cutting Across Disciplines

This topic cuts across several disciplines. It is historical by design, and will utilize

primary source evidence like Brandeis' 1890 “Right To Privacy” as well as descriptions 

of Comstockery through historical secondary source material. The topic also deals 

primarily with constitutional law, which necessitates the use of legal arguments derived 
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from law reviews and articles published by law professors like Orin S. Kerr and Daniel J. 

Solove. Finally, the topic is located in the field of political science, specifically American 

Political Development. It is the study of an institution over time. It is also the study of a 

particular concept (privacy) through time, which has a rich history in the field of political 

theory. 

Kerr, a law professor deemed “a leading expert on criminal procedure” (Solove 

2011, 109) characterizes the study of the Fourth Amendment as “..trying to put together a 

jigsaw puzzle with several incorrect pieces: no matter which way you try to assemble it, a

few pieces won't fit” (Kerr 2004, 809). Finding research on the Fourth Amendment is 

similar. Therefore, this literature review must be divided in two – the first (and shorter) 

section will deal with the underlying assumptions of the Supreme Court as written by 

political scientists in the field. The second section will approach the literature in the field 

of constitutional law, which forms the basis of my argument. 

Stare decisis is an important principle to acknowledge when studying the Supreme

Court, and in my periodization scheme, plays a role in discovering how the Supreme 

Court might shift from precedent or stay with it. Jack Knight and Lee Epstein produced  

an interesting study of the way that stare decisis may constrain members of the Court 

from following their own policy preferences. They posit that Justices may adapt their 

policy preferences to fit reigning precedent, while also tweaking past rules in order to 

gain wider support (Knight and Epstein 1996, 1021 - 1024). They find that stare decisis is

generally followed, and that landmark cases overturning precedent are far and few 

between. However, they temper this finding by stating that there is a possibility that if 

there was a precedent for everything a Court would wish to enact, then their findings of a 
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causal effect of stare decisis has no basis (Knight and Epstein 1996, 1033-1034). On the 

other hand, Segal and Spaeth find that there is no evidence for a norm of stare decisis 

among “modern Supreme Court justices” with only two exceptions. They maintain that 

stare decisis is a “crucial component of the legal model” but is not the norm in the 

decision-making process of the Court (Segal and Spaeth 1996, 987). These two articles 

show that there is much contention in the relevance of stare decisis, which may help to 

complicate or possibly explain how technology will be a deciding factor in changing the 

basis of interpreting the Fourth Amendment.

Brandeis' dissent in Olmstead states that “...every unjustifiable intrusion by the 

Government upon the privacy of the individual, whatever the means employed,  must be 

deemed a violation of the Fourth Amendment,” which is the basis for the argument that 

privacy must not be confined to property, but extended to the individual. Many scholars 

have written on this subject. Kerr (2004) makes the argument that the Supreme Court 

generally follows a conception of privacy tied to property law, ignoring a landmark case 

like Katz which, on its face, seemed to institute a vision of privacy similar to the 

framework Brandeis' presents in his dissent. Instead, Kerr argues that the regulation of 

privacy should be left up to legislatures, and that the Supreme Court should remain 

cautious in how it expands or narrows protections of privacy under the Fourth 

Amendment (Kerr 2004, 809). 

Solove (2011) disputes Kerr's position vehemently and documents how many 

statutes regulating privacy online are outdated to the point where they protect very little 

information online. He states that many of these statutes are riddled with loopholes, 

allowing the government to gain desired information in ways that circumvent the 
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supposed intent of the statute entirely. Solove also argues that the third party doctrine 

established by the Supreme Court in 1976 with United States v. Miller (1976) undermines

any regulation that may come to exist, placing the impetus back onto the Court to 

establish a new doctrine to handle the digital age (Solove 2011, 103-104). Other scholars 

have also written about how developments in technology necessitate changing a view like

Kerr's on Fourth Amendment protections (Lessig 2006, 214). 

Paul Gewirtz (1997) argues, albeit slightly more abstractly and primarily focused 

on the First Amendment, that new technologies promote constitutional change. His 

argument is divided into two dynamics, with the first dynamic being that “courts simply 

seek to carry forward established constitutional principles in the new context” and the 

second being the creation of “normative ferment in the air along with technological 

ferment,” which may allow courts to revise old principles or establish new ones (Gewirtz 

1997, 1191-1192). Gewirtz sees Katz as a major juncture at which older constitutional 

principles governing privacy and communication were revised, even though Kerr does 

make a strong argument that Katz was later ignored for its expansion of privacy by 

succeeding courts. If one complicates Gewirtz's argument with that of Garrow, a neat 

problem arises. Garrow argues that Katz was the “high-water mark” of Fourth 

Amendment privacy, and his work on Griswold v. Connecticut (1965) and Roe v. Wade 

(1973) have some implications for the subsequent decline of privacy protections after 

Katz. The basis of his argument lies in how Roe suffered a sustained and measured assault

from many legal scholars, causing “privacy” as a concept to become wholly associated 

with Roe and its judicial activism (as well as bad legal reasoning). This left the language 

of privacy in terms of contraception rights with a major intellectual stain. Garrow (2001) 
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does hint that Katz suffered a similar fate, and if Kerr is correct in his argument, this 

would explain why the majority opinion in Katz is rarely cited, while Harlan's 

concurrence establishing “reasonable expectation of privacy” became the accepted 

standard (2001, 55-60). 

However, these analyses are not the sole way that scholars have framed this topic. 

In some legal circles, the concept of privacy itself is the demon that has undermined the 

Fourth Amendment. Sundby (1994) argues that privacy as established in Katz is the real 

reason why the Fourth Amendment has not adapted to current technological advances. He

believes that this concept and its undermining by society's decreasing expectation of 

privacy is fueling government intrusion and Supreme Court inaction in the face of new 

technologies – that as long as technology makes the invasion of privacy less visibly 

intrusive, privacy protections will continue to decline (1994, 1763). This argument is 

useful in exploring new avenues of thought on the topic of citizens' expectations of 

privacy. Sundby does make a substantive argument that a contributing reason why the 

Court is unwilling or possibly fears expanding the Fourth Amendment is because of the 

amount of backlash caused by the Court being perceived as “acting as a superlegislature” 

in the decision of Roe (1763) and the creation of new constitutional rules. This idea stems

primarily from the works of Robert Bork, who Sundby cites as arguing extensively 

against “activist” readings of the Constitution. 

If privacy rights were to be extended more fully to the individual, what effect 

would this have on the public? Perhaps judicial activism is necessary (in the sense that 

Sundby uses the word) in order to reinvigorate public desire for increased privacy 

protections. If privacy is a dying concept in the age of the Internet due to the 
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development of less intrusive means of surveillance, perhaps the Supreme Court's role as 

what Franklin and Kosaki (1989) describe as a “republican schoolmaster” might help to 

reverse the effects of public ignorance of increasingly limited Fourth Amendment 

protections. These two scholars clearly demonstrate the effects of Supreme Court 

decision-making on  public opinion, and characterize the Court as “republican 

schoolmaster.” Briefly summarized, their work analyzes Roe's effect on public opinion, 

and they found that, on the whole, support for health-related abortions rose after the 

decision, while public opinion became sharply divided on the issue of discretionary 

abortions (1989). Though the literature seems to be slightly lacking on the subject of 

public opinion and landmark Fourth Amendment cases, many of the previously cited 

authors characterize public's perception of the Fourth Amendment from a mistakenly 

expanded reading of Katz. Specifically, Kerr, Solove, Gewirtz, and Garrow all agree that 

the public has a very normative (and surprisingly liberal) opinion of what is actually 

protected under the Fourth Amendment. They also agree that the public's general feeling 

on the protections of the Fourth Amendment is overly broad, and mostly wrong.

Overall, the literature cited has demonstrated that constitutional protections of 

privacy in the Fourth Amendment is a contentious and complicated issue. It is rarely 

approached in the field of political science or history, and is generally left up to 

constitutional lawyers and scholars. However, the study of privacy and technology is an 

important one - especially in an era of a radically new developing technology that may 

force the Supreme Court to re-evaluate a sorely underdeveloped and patchy framework of

principles surrounding the Fourth Amendment. An active and informed citizen has to 
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wonder why a physical letter is provided full Fourth Amendment protection when an 

email is afforded no constitutional protection whatsoever.

Research and Methodology
 

This study will constitute a qualitative case study of landmark Fourth Amendment

case law involving the search and seizure of communications in the four aforementioned 

periods. Process tracing and causal mechanism development, as well as illustration will 

be used as the overarching theoretical design. Cases will be selected from each period, 

and will focus on a landmark case characterized by the strengthening, weakening, or 

outright reversal of established precedent. Dissents to each landmark case will also be 

analyzed. The progeny of each landmark case will also be examined in order to 

understand the overall influence of the landmark case as new precedent. 

The analysis of these variables will be performed chronologically through each 

period outlined above. Each landmark case will cite specific language from the primary 

source (the majority opinion, concurring opinions, and dissents) in an attempt to derive 

the conceptual foundation for the kind of privacy discussed in each landmark case. 

Limiting the landmark cases to those with similar facts in order to control for other 

variables (i.e. different use of the communication technology being studied – hopefully 

confined to person to person messages being intercepted by a federal agent) will be 

attempted but not required. Secondary sources will also be utilized in order to understand 

how the legal community as a whole has interpreted the case. Each landmark case in each

period will be contextualized with cases gathered from the Supreme Court that cite the 

relevant landmark case (progeny cases), with either reinforce or erode the reigning legal 
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opinion. These cases will be analyzed chronologically in order to assess the relative 

strength of each landmark case in its overturning of established precedent. 

Each period features its own specific dominant use of a communication 

technology. The primary users of each type of technology will be described. Primary and 

secondary sources will also be used to support claims for dominant modes of 

communication. These modes of communication will explain changes in the outcome 

variable. 

The outcome variable will be the type of action, and the language used to justify 

each action in both landmark cases and their progeny, in an attempt to chart the 

conceptual path of where “privacy” through the Fourth Amendment stems. Each 

landmark case and its progeny will have different writers and will cite different 

philosophical and legal concepts, and this paper will attempt to chart the progression of 

these philosophical and legal concepts from a propertarian way of thinking about privacy 

to a new paradigm of privacy. In effect, the outcome variable will reflect the historical 

process that this project will trace through more than a century of legal opinion. 
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Chapter Two

From Carriages to Wires: Mass Postal System to the Telegraph 

The development of a national mass postal system and the creation of a telegraph 

system were the first networked technologies to allow for mass communication. These 

two technologies will be taken sequentially, with the history of the mass postal system 

described from the days of the American Revolution to the first widespread usage of the 

telegraph invented in 1837 by Samuel Morse.

There is, however, a caveat to this chapter. The methodology described in the 

previous section cannot be applied as rigorously to this period of Constitutional history 

for a few reasons. In the years preceding Prohibition in the 1920s, the Supreme Court did 

not once hear a case involving wiretapping (for telegraphs) and rarely interpreted the 

Fourth Amendment at all. There is good reason for this – before Mapp v. Ohio (1961), the

Fourth Amendment only applied to the Federal government. Most wiretapping cases 

involved state law enforcement and state laws. There were also very few criminal cases 

brought by the Federal government in the years preceding Prohibition. The right to appeal

federal convictions was also generally not permitted by Congress until 1940. With these 

factors combined, only about a dozen Supreme Court cases mention the Fourth 

Amendment before 1919, and even then, few of these cases substantively interpreted the 

Amendment (Kerr 2004, 841-842).

With this said, the concept of privacy has a rich history during these years of 

interpretive vacuum – state supreme courts, statutes and practices were developing in a 

way that reflected both the citizenry's and judiciary's expectation of privacy. In the 
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histories of the postal system and the telegraph, a foundation of privacy through property 

rights will emerge to show the ways in which later 20th century constitutional thought has 

been complicated. 

Mass Postal System in Context

“I traveled over a part of the frontiers of the United States in a kind of uncovered cart that was
called the mail coach. We advanced briskly night and day by scarcely cleared paths in the middle

of immense forests of green trees; when the darkness became impenetrable, my guide lit branches
of larch and we continued our route by their light. Here and there one encountered a cottage in the
middle of the woods: it was the post office. The courier threw an enormous packet of letters at the
door of the isolated dwelling and we resumed our course at a gallop, leaving to each inhabitant in

the neighborhood the care of coming to seek his part of the treasure.” (Tocqueville 1835, 357)

This oft-quoted footnote from Democracy in America by Alexis de Tocqueville 

describes his journeys through the American wilderness in the early 19th century on the 

back of a stagecoach delivering mail. Though Tocqueville discounted the central 

government's role in the early American republic, the early postal system by which he 

traveled was the most visible reminder of the existence of the federal government. By 

1831, the postal system accounted for 76.3 percent of all federal employees, showing the 

breadth of the post in an era when the frontier was still being explored, and the 

population spread across a vast landmass (John 1998, 3). 

The early history of the postal system begins during colonial rule under the 

British. Between 1775 and 1792, ending with the passage of the Postal Act of 1792, the 

American postal system was “little more than a mirror image of the royal postal system 

for British North America as it had existed in the period prior to 1775” (John 1998, 25) 

with no real regulations for privacy and with an emphasis on generating profit. The 

American Revolution forced the creation of a new Postal Service, with American postal 

officers striving for levels of service similar to those provided by the royal postal system. 
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Postal lines were set up during the Revolutionary War to facilitate communication 

between soldiers on the battlefield and Congress. However, these lines were quickly 

taken over by American commanders as the fledgling postal system failed to ensure 

accurate delivery of messages (26-27). 

British surveillance of colonists before and during the initial stages of the 

Revolution may have called attention to the need for an independent postal system free 

from royal control. Though some scholars believe that evidence of British surveillance of 

their royal post is anecdotal at best (due to the secret nature of such surveillance), many 

do acknowledge that “mail was often opened without the formality of a warrant” (Flavell 

2001, 406) and that the warrants usually required for postal surveillance were overly 

broad and could include hundreds of names as well as wholesale surveillance of merchant

organizations' “financial circumstances” for “the defense of the realm” (406). John 

(1998), on the other hand, asserts the existence of a “secrets office” in Britain that 

persisted into the 1800s. This office was dedicated to opening mail deemed as possibly 

subversive or threatening to British interests. The use of general warrants issued by 

judges allowed British officials to open “the letters of virtually anyone they pleased” 

(John 1998, 43).

The prevalence of postal surveillance in France was similar to that in Britain – the

French government housed a “secrets office” named the cabinet noir which was charged 

with spying on both ally and enemy of the French state. American diplomats and later 

Presidents Jefferson, Madison and Monroe were “said to have grown accustomed to 

preparing their dispatches in code” (John 1998, 44) to avoid French surveillance. In his 

description of French postal surveillance, John includes a ditty from the August 7, 1845 
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edition of the  New Orleans Commercial Bulletin warning citizens of the threat to their 

postal privacy in writing to France:

In writing to France, it is better and safer
To write on thin paper and seal with a wafer; 
If the paper is thick, there's high postage to pay, 
And wax can be melted to learn what they say.

This evidence shows the prevalence of French surveillance of the post. Other European 

countries during the period had similar policies on postal surveillance – Germans had a 

habit of outright destruction of letters due to clumsy surveillance, and Russia depended 

on surveillance to monitor its country's domestic affairs (44). 

The American postal system exceeded the privacy protections of the rest of the 

world with the passage of the Postal Service Act of 1792, which declared the sanctity of 

private letters. The relevant text of the federal statute states: 

That if any person, employed in any of the departments of the general post-office, shall 
unlawfully detain, delay, or open, any letter, packet, bag or mail of letters, with which he 
shall be entrusted, or which shall have come to his possession...shall, for every such 
offense, be fined not exceeding three hundred dollars, or imprisoned not exceeding six 
months, or both, according to the circumstances and aggravations of the offense. (Postal 
Service Act of 1792, U.S. Statutes at Large 1 (1792): 236).

John has but one qualification for this prohibition of federal employees opening of mail –

undeliverable mail was opened by a special class of postal officials called “dead letter 

clerks” who opened the undeliverable mail and either returned it to the sender, or if 

unable, would burn it. This stringent protection in statute for citizens' mail was strong on 

paper (the strongest protections in law in the world) but there is evidence that it was 

ignored on occasion – with many public figures, most notably Thomas Jefferson, 

decrying the number of times his private letters ended up in the public sphere (John 1998,

42-43). 
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Interestingly enough, federal protection of sealed mail was used by abolitionists 

over forty years after the passage of the Postal Service Act of 1792 to protect mass 

mailings from anti-abolitionist interference in the South. The example of the Lynch Men 

in Charleston, South Carolina in 1835 illustrates the difficult position of a federal 

constitutional officer (Charleston postmaster Alfred Huger) bound to protect the sanctity 

of the mail (before Supreme Court protection with Ex parte Jackson but after the passage 

of the Postal Service Act) while still respecting South Carolina state law. This state law 

banned publications that may have incited a slave riot. The situation in Charleston was as 

follows: a group of anti-abolitionists named the Lynch Men broke into the Charleston 

Post Office to steal individually addressed abolitionist newspapers, and proceeded to burn

them. The mail was pre-sorted by Huger to protect the sanctity of all other mail except for

the abolitionist mail. In effect, the Lynch Men were tacitly supported by Huger and were 

able to burn the offensive mail (John 1998, 257-265). Huger's actions may illustrate a 

particular sense of duty that federal officers felt during this period – as after the event, he 

states, “...if the Mail by the next Boat reaches the P.O. I must and will defend it until I am 

overpowered; how long one Man can Sustain himself in this position, you can easily 

determine” (Gatell 1963, 195). All of the abolitionist newspapers were addressed to 

prominent members of society, including clergymen, which made the mail, in this case, 

different than previous mass mailings. Though the Fourth Amendment was not violated in

this case (the Lynch Men were an extra-legal vigilante group) – the personal conflict of 

this slave-owning Southerner trying to abide by federal law while also abiding by state 

law and his own moral framework which likely validated slavery, shows the development
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of a feeling of constitutional duty towards protecting the privacy of individually 

addressed mail. 

Comstockery in the late 18th century also offers an interesting perspective on the 

privacy of mail as the mass postal system became more professionalized. Anthony 

Comstock's power and influence grew  in the decades preceding the Progressive era, and 

his activism inspired a set of statutes known as the Comstock Law of 1873. These statutes

prohibited the mailing of “obscene, lewd or lascivious book, pamphlet, picture paper, 

print or other publication of an indecent character” (Carpenter 2001, 84) which also 

included any letters aiding in the distribution of contraception, or soliciting the services 

of an abortionist. In essence, this law was designed to enforce a Puritanical view of 

sexuality and was supported by a nascent YMCA. With the passage of this law, Anthony 

Comstock became the first in a line of powerful postal inspectors who broadened the 

scope of postal enforcement at the behest of anti-vice societies primarily located in the 

Northeast. Books like Walt Whitman's “Leaves of Grass” were banned and art dealers 

who sold representations of nudes were jailed (85). Comstockery is important for the next

section of this project, as the newly empowered and overreaching Postal Inspectors 

division of the Post Office arguably caused postal inspection and warrantless searches of 

mail to fall under the Fourth Amendment with the decision in Ex parte Jackson.

Supreme Court Sanctified Mail: Citizens' Papers

Ex parte Jackson (1878) represented a turning point in the mass postal system of 

the late 19th century. Although privacy protections were written into federal statute with 

the Postal Service Act of 1792 (and revised and strengthened thereafter) these privacy 

protections were applied only to those federal postal officers handling the mail, or private
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citizens intent on stealing the mail. Until 1878, Congress was able to pass any law that 

would allow the inspection of sealed letters without previous Supreme Court precedent 

denying the constitutionality of such a law. Though Ex parte Jackson still maintained a 

propertarian vision of the Fourth Amendment in accordance with British common law, it 

did have the effect of establishing privacy protections to a letter outside of a private 

home. This section begins with a short introduction to the facts of Ex parte Jackson, the 

ruling itself, and its application to the previous two examples which highlight the nature 

of postal privacy in the 19th century. 

Ex parte Jackson involved Orlando Jackson, a man convicted of mailing 

information about a lottery. This was a criminal offense at the time, and Jackson was 

convicted on the charge. His argument to the Court was that at the time of the creation of 

the Constitution and, effectively, the Post Office, the kind of letter he was accused of 

mailing was legal. Therefore, Congress was unable to ban specific types of mailings after 

the national Post Office was created. This argument failed, and Jackson was ultimately 

convicted of mailing information about a lottery. However, the Court did decide that the 

federal government could not enforce this anti-lottery statute (and later, Comstock Laws) 

by opening sealed envelopes, which were already protected by the Postal Service Act of 

1792 and its later iterations. Because Jackson had sent his mailings unsealed 

(newspapers, pamphlets and “fourth class mail” were generally unsealed to save on 

postage) the facts of his particular case did result in a conviction (Desai 2007, 574-575). 

However, the Court's ruling on Ex parte Jackson effectively constitutionalized the already

enforced provisions in the Postal Services Acts prohibiting federal officers from opening 

mail. The relevant text of the decision reads: 
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Letters and sealed packages of this kind in the mail are as fully guarded from examination and 
inspection, except as to their outward form and weight, as if they were retained by the parties 
forwarding them in their own domiciles. The constitutional guaranty of the right of the people to 
be secure in their papers against unreasonable searches and seizures extends to their papers, thus 
closed against inspection, wherever they may be. Whilst in the mail, they can only be opened and 
examined under like warrant, issued upon similar oath or affirmation, particularly describing the 
thing to be seized, as is required when papers are subjected to search in one's own household. No 
law of Congress can place in the hands of officials connected with the postal service any authority 
to invade the secrecy of letters and such sealed packages in the mail; and all regulations adopted as
to mail matter of this kind must be in subordination to the great principle embodied in the Fourth 
Amendment of the Constitution. (Ex parte Jackson - 96 U.S. 727 (1878), 733)

This decision, written by Justice Fields, used a strictly propertarian foundation for his 

legal argument. When invoking the Fourth Amendment to protect sealed letters, he 

classified these sealed letters as no different than letters within a home, even if they are in

inter-state transit. In effect, a sealed letter in the hands of a postal officer is no different 

than a sealed letter being passed from one family member to another in the privacy of 

one's own home, and no different than a sealed letter in a locked drawer of a desk. 

This decision was the first time the Fourth Amendment was used (on a federal 

level) to protect communications in transit, and was the basis for Justice Brandeis' 

argument in his dissent in Olmstead. Looking back at the previous examples of postal 

privacy (Lynch Men and Comstockery) shows how Ex parte Jackson both solidified and 

constitutionalized a policy already in effect, and later stopped possible further abuses by 

Anthony Comstock's Postal Inspectors. 

The example of the Lynch Men is interesting for how the Postal Service Act of 

1792 and its revisions were applied to avoid state laws that banned possibly inciting mail 

from entering the state of South Carolina. The provision protecting sealed mail, though 

not constitutionalized, was still respected in such a way that the controversial abolitionist 

mailings were not opened by either the mob or more importantly, the Charleston 

postmaster Alfred Huger. Because these mailings were individually sealed and sent pre-
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addressed, they were statutorily protected. They were also seen as protected in the mind 

of the young nation. An early court case in the Territory of  Orleans entitled Denis v. 

Leclerc (1811) illuminates this growing concern for the sanctity of mail. Although the 

case was decided before Louisiana became a state, Judge Martin's opinion that once a 

letter was sent, the letter remained the property of the sender protected from prying 

governmental eyes shows this growing fascination with the “sanctity” of mail. When 

letters were handed over as evidence in criminal and civil cases in the early 19th century, 

the presiding judge and the judge alone was able to read them and rule on certain motions

(Seipp 1978, 12). 

The example of the Lynch Men is arguably representative of this general belief in 

the sanctity of mail during the period. The Lynch Men left all other mail untouched and 

tacitly colluded with the postmaster to ensure that the undesirable mail was separated 

before its destruction. This argument is further strengthened by John's analysis of the 

Lynch Men incident, which he cites as “marking the end of an era in American public 

life” (John 1998, 281). This incident marked a point where Civil War was much more 

likely – due mostly in part to the violation of a federal Post Office, but possibly also in 

part to a general belief that sealed mail should be respected regardless of its political 

nature.

Comstockery also illuminates this national mood, as Comstock's postal inspectors 

were limited to unsealed mail rather than first class mail. As federal agents, they required 

warrants to open suspect sealed mail. Interestingly, however, the decision in Ex parte 

Jackson formed the constitutional basis for the Comstock laws passed in the same year. 

When affirming the Postal Inspectors' ability to censor certain mails in the post (by 

23



convicting Jackson), the Court also sanctified first class mail. In this way, Comstock 

arguably caused first class mails to become sanctified constitutionally where they were 

only protected before statutorily (Fairman 1987, 735-736).

Ex parte Jackson has few useful progeny,  and remains in its general form to this 

day. Warrants are still required for the opening of first class mail, though there have been 

a few cases arguing that detention of first class mail is a violation of the Fourth 

Amendment. The courts always uphold Ex parte Jackson, though the facts of each case 

differ.7 What is more interesting is how this landmark case was never applied to the 

telegraph, leaving the field of privacy protections for the telegraph quite spotty and open 

to abuse. 

The Telegraph: Privileged Communications and Corporate Trust

The telegraph was a revolutionary technology in the mid-19th  century for several 

reasons: its widespread use established a national time in cooperation with the United 

States Naval Observatories; the first transatlantic cable established in 1866 was the most 

reliable and nearly instantaneous method of communication with Europe; and the 

invention of “the social telegram” connected people located in vast and disparate parts of 

the continental United States (Phillips 2000, 274). Yet telegraphy has been widely under-

appreciated in legal history because the technology was never fully constitutionally 

protected under the Fourth Amendment. In this way, telegraphy presents many parallels 

with the Internet - parallels which will be evaluated in the fourth chapter of this project. 

The following section examines the telegraph's basic history and why it never received 

constitutional protection.

7 See United States v. Van Leeuwen, 397 U.S. 249 (1970).
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Samuel B. Morse is considered the first man (though many inventors had 

attempted the same) to bring the telegraph to the United States. With thirty thousand in 

skeptical Congressional dollars, Morse built the first telegraph line on the Baltimore and 

Ohio railroad track. The first significant message transmitted along this line was designed

by Morse himself. This was the famous “What Hath God Wrought” message sent from 

the chambers of the Supreme Court, intended to signal a historic revolution in 

communications technology (Howe 2009, 691). Once the technology proved practical, 

telegraph lines proliferated across the country in a patchwork process. They were also 

built as cheaply as possible. These lines were built primarily for commercial purposes: a 

survey showed that by 1851, about 70 percent of telegraph traffic was commercial. The 

same year showed nearly ten thousand miles of telegraph line built in the United States, 

demonstrating the rapidity with which the technology was adopted (695).

Though Morse believed that the telegraph should be controlled by the federal 

government, primarily operated by the Post Office, his wishes were not realized. Henry 

Clay believed that “such an engine ought to be exclusively under the control of the 

government,” but President Polk was firmly against federal aid to internal improvements. 

Construction of the telegraph network went the way of the railroad – privately 

constructed and owned (Howe 2009, 694).The great boom of telegraph construction 

occurred between 1847 and 1852, with no central planning and with various lines of 

differing quality, owned and operated by a multitude of private companies (Phillips 2000,

273). However, by 1866, Western Union had consolidated and centralized nearly all of 

these lines through buyouts, railroad contracting (land use), and public subsidies (276). 
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This fact is important when evaluating the crisis in privacy brought forth by 

Reconstruction.

Western Union's monopolization began with the outbreak of the Civil War in 1861

and was completed a year after the war ended. Lincoln's War Department seized all 

telegrams from various telegraph operators of the decade. This represents the first 

invasion of telegraph privacy, but because of the severity of the national situation, this 

intrusion was largely ignored or supported. These seized telegrams were used to uncover 

treason and to guard military secrets. With the Union's victory in the Civil War, the 

federal government was expanded during the period of Reconstruction. This is where the 

real story of privacy in telegraphs begins, as Reconstruction was a time of political 

polarization and wholesale expansion of congressional power (Seipp 1978, 30). 

Telegraphic privacy was not protected during Reconstruction, either 

constitutionally or statutorily, but was protected by Western Union's own company 

policies. Rule 128 in Western Union's company policy manual stated that: 

All messages whatsoever – including Press Reports, are strictly private and confidential, 
and must be thus treated by employees of this Company. Information must in no case be 
given to persons not clearly entitled to receive it, concerning any message passed or 
designed to pass over the wires or through the offices of this Company. (Western Union 
Telegraph Company, Rules, Regulations and Instructions 1866, 55)

This policy was particularly relevant during the election of 1876. With the Senate 

controlled by the Republican Party and the House controlled by the Democratic Party, 

both chambers attempted to claim electoral votes in the disputed states of Louisiana and 

Oregon. In particular, the House Louisiana Affairs Special Committee sent a subpoena to 

the manager of the New Orleans Western Union office requesting telegrams sent to and 

from certain Louisiana Republicans. The manager refused under company policy and a 
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national debate over the sanctity of telegrams began. The controversy even caught the eye

of the New York Times, which wrote on December 16th, 1876 that:

telegraphic communications ought to be as sacred from public inspection as letters in the 
mails, and the implied confidence in one as in the other should not be violated except 
when some crime or other offense against the community... [warrants]. (New York Times 
1876).

A similar situation occurred the next year in Oregon, when a branch manager refused to 

divulge the contents of the requested telegrams (Seipp 1978, 31-32). Though Western 

Union tried mightily to argue for identical privacy rights established in Ex parte Jackson 

for mail to be applied to telegrams, they failed. The House decided to place both 

managers in contempt and both were jailed until the telegrams were turned over (34).

After several similar incidents in the late 19th century, state supreme courts and 

state legislatures began to enact some privacy protections for telegrams. Statutory 

protections were generally based on the limitation of subpoenas to specific and germane 

telegrams, with state supreme courts usually imposing these limitations where state 

statute was lacking. Rather than applying a stricter protection based on warrants through 

the Fourth Amendment as the Court had done in Ex parte Jackson, the Supreme Court 

approached the issue only in terms of congressional powers of investigation (Seipp 1978, 

42).

Statutory Response and Dodging the Fourth Amendment

With debate occurring on the national level in the 1880s over the privacy of 

telegrams, Congress did limit its investigatory powers through a Senate resolution, but 

continued to request more specific subpoenas. Western Union complied more readily 

with these subpoenas out of a spirit of compromise, but continued to submit test cases to 
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both state courts and the Supreme Court. However, no case involving telegraphic 

privilege ever made it to the Supreme Court (Seipp 1978, 46). The first case to be 

discussed is Merchants National Bank of Wheeling v. First National Bank of Wheeling 

(1874) decided by the West Virginia Supreme Court; the second case is Ex parte Brown 

(1880) which was decided by the Missouri Supreme Court; and the third case is Ex parte 

Gould (1910) decided by a Texas Criminal Appeals Court.

Merchants National was the first case involving telegraphic communication and 

was decided four years prior to the ruling in Ex parte Jackson. Although every 

subsequent court rejected the later postal analogy (with Ex parte Jackson), Merchants 

National was the first case to reject telegrams as privileged communications and offers a 

clear reason for doing so. This clear reason was that the Postal Service Act of 1792 had 

established protections on privacy in the mail, where the telegraph had no laws 

whatsoever governing it. In effect, the Court stated that it was the responsibility of the 

legislature to enact a law governing privacy for the telegraph, though no law was ever 

created until the first world war, and later, in 1934. This argument, though weakened 

slightly by the constitutionalization of postal privacy, persisted throughout the late 19th 

century and the early 20th century in cases involving telegrams (Desai 2007, 580). Desai 

claims that this first Merchants National case laid the foundation for rejecting the 

privileging of telegrams, as in the Court's eyes, the Post Office was a peculiar and 

particular institution already protected and defined by legislation (583-584).

Ex parte Brown involved circumstances similar to those described in the previous 

section. A manager of the St. Louis Western Union branch was held in contempt for 
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failing to produce telegrams requested by a grand jury through a broad subpoena. The 

subpoena specified: 

Dispatches between Dr. J. C. Nidelet and A. B. Wakefield, and William Ladd and J. C. 
Nidelet, and William Ladd... sent or received by or between any or all of said parties 
within fifteen months last past. (Ex parte Brown, 90)

The Missouri Supreme Court held that this kind of subpoena was far too broad. The 

petitioner was discharged from custody per the opinion, but the language and legal 

foundation cited in the opinion is of serious interest to this project. Though Judge Henry 

(writing for the majority) clearly denied that telegrams were privileged communications 

and placed the power to decide the status of privilege in the legislature, he did invoke the 

Fourth Amendment in his ruling that subpoenas be constrained. This invocation of the 

Fourth Amendment did not, however, follow the legal reasoning in Ex parte Jackson 

because “the argument which asserts the inviolability of telegrams, derived from a 

supposed analogy between the postal system and the telegraph” would also have to be 

applied to all packages flowing through private carriers, rendering the analogy useless 

without statute (Ex parte Brown, 92). Though he did not throw out the use of subpoenas 

in place of warrants, he did state that: 

To permit an indiscriminate search among all the papers in one's possession for no 
particular paper, but some paper, which may throw some light on some issue involved in 
the trial of some cause pending, would lead to consequences that can be contemplated 
only with horror, and such a process is not to be tolerated among a free people. (Ex parte 
Brown, 94)8 

8 Continued: “A compliance with the order might have resulted in the production of confidential 
communications between husband and wife, client and attorney, confessor and penitent, parent and 
child. Matters which it deeply concerned the parties to keep secret from the world, and of no 
importance or value as evidence in any cause, might thus be disclosed to the annoyance and shame of 
the only persons interested. Incidents in the lives of members of families which the happiness and 
welfare of the household require to be kept secret, might be exposed, and offenses not recognizable by 
the law, long since committed and condoned, brought to light and hawked through the country by 
scandal-mongers, to the disturbance of the peace of society and the destruction of the happiness of 
whole.”
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Ex parte Brown, though not quite arguing in the same way as the Supreme Court had in 

Ex parte Jackson, did effectively apply Fourth Amendment reasoning to subpoenas for 

telegrams, requiring each subpoena to order specific dates and and subjects (Seipp 1978, 

42).

Ex parte Gould involved very similar facts as Ex parte Brown, but occurred thirty 

years later during Prohibition. Gould was a manager in Western Union's Texas branch, 

and claimed responsibility for telegrams located in Baird, Texas over a grand jury's 

subpoena requesting all telegrams ordering intoxication liquors. Judge McCord argued 

that not all intoxicating liquors were illegal in Texas at the time, and that the subpoena 

was too broad, citing Ex parte Brown. What is most interesting about this particular case 

(a progeny of Ex parte Brown in a much lower state court) is how Judge McCord cited 

British common law and the Fourth Amendment in his reasoning that: 

[the subpoena] failed to show the purposes for which the telegrams were demanded...The 
protection of papers is as much secured under the provisions of the Bill of Rights as a 
man's house, and the same rules that apply to one apply to the other. The courts will not 
permit the exercise of an arbitrary power, where its tendency might be to disturb domestic
relations, expose commercial secrets to satisfy the idle curiosity of men. The Constitution
holds too sacred the privacy of home to permit this.” (Ex parte Gould, 451)

This case is important not for its argument, which was not revolutionary in and of itself, 

but for its continued holding from Ex parte Brown that telegrams were not privileged 

communications while still citing a strictly propertarian foundation for the simple 

limitation of a subpoena. 

These two cases, although very limited in scope (specifically, Missouri and Texas)

are interesting because both ruling judges seemed to desire Fourth Amendment protection

for telegrams, while recognizing that the power to afford privilege to telegrams would fall

under the scope of the legislature. This idea may be debatable, but considering that the 
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judiciary truly gained steam by the time of the New Deal, it is understandable that the 

courts would not want to be perceived as overreaching the scope of their branch. By 

1916, there was no dispute that telegrams were not a privileged form of communication 

(Jones 1916, 73).

Postal System as Standard, Telegraph as Anomaly

This chapter draws a serious distinction between Fourth Amendment 

interpretation of a technology that was understood completely by the Supreme Court of 

the period, and a technology that was revolutionary in both its implications on privacy 

and in how it was unable to be explained through a propertarian vision of the Fourth 

Amendment. This difference in nature led to inaction by the Supreme Court on the 

telegraph, which seems to throw the then reigning paradigm into question. Without a 

judiciary empowered by the battles of Prohibition and the New Deal, the Supreme Court 

was unable to enact a revolutionary vision of privacy as later Courts would.

In this sense, the telegraph is most similar to the later technologies to be analyzed 

– phone lines and the Internet – because it does not fit easily or neatly into a propertarian 

vision of privacy. The subjects of each Supreme Court and state supreme court case 

discussed are intermediaries, illuminating how fundamentally different telegraphs were 

compared to the mass postal system. Though intermediaries are apparent during both 

early and contemporary versions of the mass postal system, these intermediaries were and

are unable to open or read the contents of a first class letter. In this way, the 

intermediaries in a postal system are simply carriers of private property, a physical object 

sealed and unreadable. The telegraph is entirely different. Intermediaries are required in 
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the operation of the telegraph, as each message is encoded into Morse code and decoded 

from Morse code, while traveling along private, rather than public, lines (or routes).

The early telephone system worked in the same way – switchboards (wo)manned 

by operators were required to make a call, thus wiretapping a telephone call was not seen 

as a breach of privacy until Katz, because privacy in a telephone call was hardly 

expected. The following two chapters will examine how two later, networked 

technologies further challenged this propertarian vision. The changing expectations of a 

highly interconnected society forced the courts to slowly undermine the very foundation 

on which the Fourth Amendment was previously built. In summary, the telegraph is 

perhaps most illuminating as a technology which was nearly entirely ignored by the 

Supreme Court when interpreting and expanding the Fourth Amendment, because it did 

not fit neatly into the paradigm under which these courts were operating. By ignoring the 

telegraph, the nature of this technology exposes the paradigm fully described by 

constitutional protections of the postal service, while offering a unique problem to future 

courts who have been forced to endlessly debate how privacy protections should be 

applied to similarly networked technologies. 

Though this chapter ends in 1916 when debate over telegraphic privacy was put to

rest, the next chapter begins in 1876 with the invention of the telephone. Early privacy 

concerns over the telephone began in 1895, but reached a high point in the 1920s with 

increased Prohibition and anti-vice enforcement. Increased enforcement was largely 

facilitated through the unregulated practice of wiretapping, culminating in the landmark 

Olmstead (1928) case. This decision led to a nearly forty year period of debate and 

conflict in both the courts and the legislature over whether the telephone deserved 
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privacy protections. By 1967, the debate over wiretapping was finally ended with the 

decision in Katz. However, a new communications technology was already in its own 

early stages of development as the Court was penning its decision in the last landmark 

case dealing with telephonic privacy. 
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Chapter Three

For Whom The Bell Tolls

The invention of the telephone by Alexander Graham Bell in 1876 heralded a new

age of mass communication in the world. Where telegraphs were slow and required 

numerous intermediaries to decode and encode messages, the telephone offered a 

practical way for people to converse in real time over long distances. Of course, the 

development of the telephone also affected the way in which criminals were able to 

communicate, which led various state and federal law enforcement agencies to desire a 

way to eavesdrop on conversations of a criminal nature. This form of eavesdropping, or 

wiretapping, reached a high point during Prohibition in the 1920s, and continued until its 

statutory ban in 1934 with the enactment of the Federal Communications Act (Grigg 

1954, 118-119). Strangely, the practice of wiretapping continued on the state level, as 

state legislatures adopted different rules regarding wiretapping. Constitutionally, the 

practice of wiretapping did not fall under the Fourth Amendment until the Katz decision 

in 1967. Before Katz, the landmark decision in Olmstead (1927)9 led to a variety of 

progeny further arguing that the wiretapped did not have a Fourth Amendment right to 

privacy in their telephone conversations. 

This chapter will first begin with a description of the development of the 

telephone as a new communication technology, followed by a brief description of the 

statutory environment in which the telephone operated. The chapter will continue with 

two separate sections on constitutional interpretation of the Fourth Amendment as applied

9 The decision in Olmstead arguably caused Congress to pass the Federal Communications Act 
outlawing wiretapping – an action that did not occur (but which the Courts asked for) in telegraphy 
(Grigg, 118).
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to telephony, the first section outlining the significance of the Olmstead decision and its 

progeny, followed by the landmark decision of Katz. Because the progeny of Katz are 

more relevant to privacy on the Internet and the creation of the third party doctrine, they 

will be analyzed in the succeeding chapter. In this chapter as a whole, the importance of 

the telephone in its disruption of the propertarian foundation on which the Fourth 

Amendment was previously strongly based will be examined. 

Ma Bell's Monopoly

Commercial telephone service began in 1877 – a year marked by recovery and 

national angst. Investors were weary after the financial panic of 1873, and capital was 

incredibly scarce in Boston where the newly founded Bell Laboratories was based. By 

fall of 1877, the company had 600 subscribers paying $20 a month for “social” service 

and $40 for “business” service.10 These early telephones operated on private lines, with 

no central exchange whatsoever. The American public did not seem ready for the 

telephone; a major flaw in the usage of the technology was human based. People did not 

feel comfortable speaking into a device, and “found themselves afflicted with a kind of 

stage fright that made them tongue tied” (Brooks 1976, 59-61). The quality of the sound 

produced by the new device left much to be desired, and many users had trouble hearing 

one another (61). 

These early difficulties of the newly founded Bell Telephone Company (later 

colloquially known as Ma Bell) opened a space for powerful rivals to enter the market – 

10 One of the first consumers of this new technology was Mark Twain who had a line installed in 1878. 
As the line was being installed, he provided a famous remark to the technicians that “If Bell had 
invented a muffler or gag, he would have done a real service. Here we have been hollering 'Shut up' to 
our neighbors for centuries, and now you fellows come along and seek to complicate matters.” (Brooks
1976, 65).
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specifically, the largest telegraph company of the period. Western Union, which had 

turned down an opportunity to buy all of Bell's patents in 1875, entered the market on the

basis of a rival patent claim by inventor Elisha Gray while also buoyed by Thomas 

Edison's later and superior model of the early telephone. This led to the Dowd patent 

litigation. Western Union, however, was in the midst of a battle between two of the most 

infamous corporate titans of the Gilded Age, William Vanderbilt and Jay Gould (Brooks 

1976, 63). This battle would severely weaken Western Union's position within the early 

telephone market. For the two years that followed the first commercial use of the 

telephone, Western Union (through its telephone company, The American Speaking 

Telephone Company) and Bell Telephone Company enrolled subscribers and set up 

parallel telephone lines throughout the Northeast. The patent case was settled by 1879, 

which forced Western Union to hand over all of its assets in the telephone industry to Bell

Telephone Company in exchange for 20 percent of all rental receipts for the length of the 

patent (64-71). 

By 1881, the newly renamed American Bell Telephone Company was flourishing 

after winning a monopoly over the nascent industry. In only four years, there were over 

132,692 early telephones in the hands of subscribers, and “there were only nine cities in 

the United States with populations over 10,000 that did not yet have a telephone 

exchange” (Brooks 1976, 73). The effect of newly installed telephones was not limited to 

urban life – over 1.4 million telephones were installed in rural areas, which served to 

connect far-flung farms and small towns to one another (116). Of course, these 

telephones were not all Bell telephones, because by 1893 the Bell patents had expired, 

causing “literally thousands of telephone ventures” to pop up throughout the country 
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(Fischer and Carroll 1988, 1155). These small, independent telephone companies were 

solidified by the 1910s and 1920s, which allowed these independent ventures to operate 

local monopolies while guaranteeing Ma Bell dominance in the long-distance industry. 

This was the regime of telephony that lasted until 1984 with deregulation (1155).

Quit Bugging Me!

Professional and indiscriminate wire-tappers constitute the least admirable of the groups of
creatures that qualify for membership in the human race. They move with stealth and secrecy.

They spend so much time in manholes, cellars and other hideouts that they would be frightened
by the noonday sun. They violate every sacred relation established by God and protected by law:

husband and wife; parent and child; minister and parishioner; doctor and patient; lawyer and
client (James Lawrence Fly, “The Wire-Tapping Outrage” New Republic, February 6, 1950).

Wiretapping in the United States began with the telegraph, as has been discussed 

in the previous chapter. Telephone wiretapping, however, began in earnest in 1892, just 

fifteen years after the invention of the telephone (Dash et al 1959, 25). John L. Swayze, 

who was the general counsel of the New York Telephone company, stated in 1916 that:

The practice of wiretapping or listening-in goes back as far as 1895. Originally it was 
done in a loose way on verbal request, and no record was made of it... The company, as 
far as I have been able to learn, interpreted the law to mean that it was its duty to aid and 
assist the public officials in apprehending and detecting crime, but it has not been 
interpreted in any court. (“Seymour Wires Tapped On Order Given By Woods” New York 
Times, May 18, 1916)

Though this section will not address the Seymour case of wiretapping, this piece of 

primary source evidence is indicative of a trend by law enforcement (before the landmark

Katz case) to wiretap with abandon. The framework for controlling the practice of 

wiretapping was patchy and fragmented, varying on a state and regional basis. Dash 

(1959) offers an authoritative snapshot of wiretapping before Katz in the early 20th 

century. For this reason, Dash’s seminal work on eavesdropping will dominate this short 

section as a primary source. 
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Beginning chronologically, the landscape of wiretapping resembled a kind of Wild

West with little to no regulation or standard practices. As stated in the previous New York

Times excerpt, the NYPD was wiretapping since 1895 through “a loose arrangement” 

between the police and the company operating the lines in the city. Newspapers hired 

their own freelance wiretappers in order to intercept the calls of rival newspapers for 

early “scoops” on new stories. The first state statutes prohibiting wiretapping focused on 

these early newspaper taps, as was the case in Illinois (Dash 1959, 25). California soon 

followed the example set by Illinois following a scandal between the San Francisco Call 

and the San Francisco Examiner in 1905. The mayor of New York even authorized 

wiretaps on the offices of Catholic priests in 1916 with no judicial oversight. In the 

subsequent legislative hearings inspired by these revelations, police officials in New York

testified that they were regularly violating attorney-client privilege and confidential calls 

between physicians and patients (26). 

Police and newspapers were not the only parties using wiretapping – big business 

used extensive wiretapping on rival businesses or associations that affected their profit 

margin. For example, a famous case in 1932 involved the Farmers’ Producers Association

where extensive wiretaps were found throughout the hotel where the headquarters were 

based. These taps were used in order to give business an inside look at how and when 

milk producers were planning to raise their prices. Even the Supreme Court was tapped in

1935 by an undisclosed corporation that had a vested interest in a pending court matter. 

Though the Federal Communications Commission (FCC) raided the building containing 

the wiretaps (located next to the actual Supreme Court) and found that the taps were 
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connected directly to the telephones of the Justices, the members of the Court were likely 

never told (Dash 1959, 28 – 29).11

The landmark Olmstead case of 1928 which held that the Fourth Amendment did 

not apply to the practice of wiretapping arguably did inspire both federal statutes 

regulating wiretapping, as well as inspiring state statutes that opened exemptions for law 

enforcement (Grigg 1954, 118). This first piece of federal regulation governing 

wiretapping was the Federal Communications Act of 1934, which included Section 605 

dealing with wiretapping. Section 605 reads:

no person receiving, assisting in receiving, transmitting, or assisting in transmitting, any 
interstate or foreign communication by wire or radio shall divulge or publish the 
existence, contents, substance, purport, effect, or meaning thereof, except through 
authorized channels of transmission or reception… (Communications Act of 1934, Pub. 
L. No. 416, 1934.)

This section of the Communications Act of 1934 was strictly applied during the early 

stages of its existence and was interpreted to mean that evidence found through 

wiretapping was inadmissible in federal court. This interpretation was both limited and 

expanded from the introduction of the Act through the courts, generally as progeny of 

Olmstead. These cases will be discussed in the succeeding section. Some legal scholars 

have posited that Section 605 was interpreted by the Supreme Court “as embodying a 

Congressional decision to insure the citizen's non-constitutional privacy” (Grigg 1954, 

119) and subsequently read Fourth Amendment protection into the Act. Grigg’s (1954) 

analysis of Section 605 is important for this reason, as it was written before the landmark 

Katz case and deals with the ways in which the progeny of Olmstead invariably chipped 

away at the protections provided in the Section. 

11 This information originates from an interview with an anonymous member of the FCC raiding squad, 
whom Dash interviewed (Dash 1959, 29)
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In examining regional application of Section 605, one discovers that state statutes 

and constitutional amendments did in fact carve out spaces for law enforcement agencies 

to legally intercept phone calls (Bullard 1958, 342). In New York, an amendment to the 

state constitution was accepted in 1938 at its state constitutional convention which 

effectively legalized police wiretapping as long as the police received a court order to do 

so (Dash 1959, 35 – 36). These court orders were not warrants and did not require 

probable cause – rather, they were sought by District Attorneys and law enforcement 

officers who only needed to request the tap “on reasonable ground to believe that 

evidence of crime may be obtained by interception…” (47). Of course, officers in the 

NYPD who wanted to ensure their continued use of wiretaps simply wiretapped without a

court order to first “sample” conversations in order to be sure that they would be able to 

gather enough evidence under court order to ensure conviction (66). Dash estimates that 

over two thousand taps were installed in a year in New York City alone, and that only 

around two hundred were authorized by a court order (51). 

While this picture of the state level is important, a short examination of J. Edgar 

Hoover’s Federal Bureau of Investigation (FBI) during the Red Scare also sheds light on 

the environment of wiretapping in the pre-Katz years. Despite the 1934 ban by Section 

605 and the later constitutionalization of said ban, the FBI was still wiretapping under 

authorization by the Department of Justice (DOJ) until 1940. FBI wiretapping was 

supposedly limited to cases of kidnapping, the apprehension of “desperate criminals” and

cases of sabotage and national security (Schmidt 2000, 356). In 1940, the Justice 

department under the new leadership of Attorney General Robert Jackson “publicly 

prohibited all wiretapping by the FBI” (357). President Roosevelt rescinded this order 
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just a few months later, though he did order that the FBI reserve the use of wiretapping 

for issues of national security. Schmidt (2000) posits that this act of Roosevelt opened the

door to the FBI becoming a “truly autonomous secret police” with the aim of rooting 

subversive elements (spies, union leaders, communists) out of the population in the 

beginning of WWII (2000, 358).

Many of the FBI’s domestic surveillance practices from the period of 1941 until 

the 1970s were inherently extralegal in the sense that the executive branch ignored 

reigning statute and Supreme Court opinion. It is still important, however, to explore how

the FBI wiretapped, who it wiretapped, and under what kind of reasoning it wiretapped. 

Donner (1980) who was a former American Civil Liberties Union (ACLU) director, 

states that political surveillance by the FBI began in the 1920s. The 1950s, however, 

began a thirty year period where thousands of warrantless wiretaps were deployed for 

political reasons by the FBI. These taps were generally approved, from the 1940s on, 

under a “national security rationale” (1980, 244). In 1954, Attorney General Brownell 

even authorized warrantless wiretaps when a physical trespass was involved. This 

decision clearly flouted Supreme Court decision-making even in the pre-Katz years (245).

Wiretapping was not limited to perceived leftism – both Martin Luther King and 

Malcolm X were tapped during the Johnson years, while the Ku Klux Klan was tapped 

during the Kennedy years (244). The ACLU and the National Lawyers’ Guild were also 

tapped during the period of McCarthyism (144 – 147).

After the Katz decision, Congress finally voted on and passed a statute regulating 

wiretapping and forcing the practice to conform to the constitutional limitations set out in

the landmark decision. This statute was named the Omnibus Crime Control and Safe 
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Streets Act of 1968, passed just a year after Katz. This statute “authorized federal courts 

to issue wiretapping warrants… when ‘there is probable cause’” to suspect that an 

individual was about to or had committed one of the many crimes serious enough to 

warrant a tap (Donner 1980, 246). This statute left undecided the issue of whether 

domestic political groups were able to be tapped under a “national security rationale” by 

stating that: 

Nothing contained in this chapter or in section 605 of the Communications Act of … shall
limit the constitutional power of the President to take such measures as he deems 
necessary to protect the Nation against actual or potential attack or other hostile acts of a 
foreign power, to obtain foreign intelligence information deemed essential to the security 
of the United States, or to protect national security information against foreign 
intelligence activities. (Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No.
90 – 351, 82 Stat. 197, 1968.)

In other words, neither Katz nor this statute limited the power of the president to wiretap 

as long as he deemed national security to be at risk – which could also include the actions

of domestic radical groups. Interestingly enough, a progeny of Katz called Alderman v. 

United States (1969), decided just two years later, forced the government to disclose any 

overhearing of a defendant through electronic surveillance, which would also include 

warrantless wiretapping justified by the DOJ under a national security rationale. If the tap

was deemed illegal, all logs of the tap were to be provided to the defendant for 

inspection, which could put at risk ongoing national security investigations, especially 

when it came to evidence acquired through surveillance of foreign embassies that led to 

peripheral crimes being discovered (246).

This kind of national security wiretapping resulting in prosecution of American 

citizens was surprisingly more common than one might think. The famous Pentagon 

Papers indictment (Daniel Ellsberg) was actually dismissed based on prosecutorial 

misconduct surrounding the failure to inform the court about how Ellsberg had been 
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overheard on a national security justified tap (Donner 1980, 248). However, debates over 

national security and executive power are not the subject of this paper and are still being 

decided to this day. Therefore, the next section of this chapter will address Supreme 

Court decision-making as it relates to domestic wiretapping and surveillance of criminals 

usually engaged in violation of vice laws including the smuggling of liquor, gambling, 

and prostitution.

This Is Not Your Mother's Telegraph: Landmarks and Progeny

This section will address Supreme Court decision-making from the late 1920s 

until the late 1960s regarding primarily wiretapping, but also with small discussions on 

the use of “detectaphones”12 in police surveillance. Before beginning this section, it is 

necessary to look at the tools in terms of precedent that the Court had at its disposal from 

the period of Olmstead until Katz. The most important Fourth Amendment case that did 

not deal directly with the surveillance of communications, but still had a great impact on 

the scope of the Court’s possible action in dealing with wiretapping specifically,13 was 

Boyd v. United States (1886). Boyd was the first case that truly dealt with the Fourth 

Amendment in an extended fashion, and had the effect of striking down a statute that 

required an individual to produce private papers – if the subpoena was ignored, the 

allegations by the government “would be treated as proven” (Clancy 2008, 51). The most 

important part of the majority opinion was a small description about the spirit of the 

12 Detectaphones were commonly used devices to “listen in” on constitutionally protected areas, usually 
placed in a constitutionally unprotected area.

13 Sadly, Boyd was slightly too late to influence Supreme Court decision-making for the telegraph, though
it is this author’s opinion that the Court would have been unable to deal with telegraphy even with the 
tools provided by Boyd. The technology was too new, too radical, too quickly replaced and eventually 
protected by statute.
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Fourth Amendment and its ability to adapt, while still being rooted in British common 

law: 

...illegitimate and unconstitutional practices get their first footing in that way, namely, by 
silent approaches and slight deviations from legal modes of procedure… the rule that 
constitutional provisions for the security of person and property should be liberally 
construed. A close and literal construction deprives them of half their efficacy... It is the 
duty of courts to be watchful for the constitutional rights of the citizen... (Boyd v. United 
States, 142 U.S. 450 (1892)) 

The amount of latitude given to subsequent courts through this early Fourth Amendment 

case was quite impressive. The private papers in this case were the subject of a civil 

forfeiture case, which the Court easily could have decided to limit to criminal cases. By 

extending the Fourth Amendment and linking it to the Fifth Amendment (self-

incrimination) the Court made a strong case for giving broad meaning to the 

interpretation of both Amendments. Olmstead in particular offers a good example of 

Boyd being used as justification for extending the Fourth Amendment to apply to new 

technologies not envisioned by the Founding Fathers (Cloud 1996, 574 – 575).

Olmstead v. United States

Olmstead v. United States (1928) was the first Supreme Court case to deal with 

wiretapping. As previously stated, the practice of wiretapping began in 1895, though the 

amount of time it took for the Supreme Court to first broach the subject has been rather 

standard according to the previous two technological periods. It is important to remember

that at this time, telegraphs, though statutorily protected in most states,14 were still not 

14 The full list of states that made the act of wiretapping either a telegraph or telephone line a  
misdemeanor were: Alabama, Arizona, Arkansas, California, Colorado, Connecticut, Idaho, Illinois, 
Iowa, Kansas, Michigan, Montana, Nebraska, Nevada, New York, North Dakota, Ohio, Oklahoma, 
Oregon, South Dakota, Tennessee, Utah, Virginia, Washington, Wisconsin, and Wyoming. Though 
these states made wiretapping a crime, many of these states wrote in provisions excluding law 
enforcement.
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constitutionally protected in 1928. The facts of this case were rather simple – Olmstead 

was the ringleader of a massive liquor smuggling ring in Seattle. 

According to Justice Taft, the evidence in Olmstead showed “a conspiracy of 

amazing magnitude to import, possess and sell liquor” (Olmstead, 456 - 457) and 

employed over fifty people, controlled two large ships capable of sea travel and a number

of smaller ships for coastal travel, a ranch outside of Seattle, a “large underground cache 

for storage” including many smaller caches located throughout the city, and several floors

of a large office building that were used for managing the enterprise. Justice Taft 

estimated that this enterprise most likely made over two million dollars in a good year, 

and at least $178,000 in a bad year. The office building and the homes of four of the 

managers (including Olmstead) were the locations where the wiretapping actually 

occurred. Each tap was installed without trespassing on the property, and the wiretapping 

continued for several months (457).

What is most interesting about this case is how it was argued by the attorneys for 

both the petitioners (Olmstead et al.) and the government. It is also important to note that 

the telephone company whose equipment was used in the act of wiretapping the locations

owned by Olmstead was allowed to make an argument on behalf of Olmstead and his co-

conspirators. Arguments by the petitioners will be examined first, followed by the 

telephone company and ending with the argument submitted to the Court by the 

government.

Because of how many people were implicated in Olmstead's operation, there were

multiple attorneys for multiple groups of petitioners arguing for the application of the 

Fourth Amendment to the telephone. The first attorney for petitioners, John Dore, 
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submitted an argument based on Boyd which argued that the Fifth Amendment was 

implicated as much as the Fourth in the case, in that wiretapping “[compels] a man to 

furnish the evidence to convict himself of a crime” (Olmstead, 5).15 He also argued that 

using a telephone implicated a “right to privacy” because we expect our telephone 

conversations to be private in the same way that we do not expect a government agent to 

surreptitiously open a window in order to listen in on a conversation between two people 

in a private room. In this sense, Dore made an argument that was realized in the infamous

Katz decision nearly forty years later – that the Fourth Amendment protects people, not 

places, and that society's “reasonable expectation” of privacy is how the Fourth 

Amendment should be guided.  

The next attorney for the petitioners offered a similar argument, though it was an 

argument rooted strongly in a propertarian interpretation of the Fourth Amendment. 

Frank Jeffery reiterated the same Boyd argument given by Dore, but added the decision in

Ex parte Jackson to link the telephone to the most protected form of communication in 

the country - the mass postal system when run by the government.16 Jeffery stated that in 

Ex parte Jackson, the paper involved in the communication was not protected, but rather, 

“it is the message contained in the letter” that was protected (Olmstead, 7). Including Ex 

parte Jackson was an important link for the petitioners' attorney to make, as it showed 

both the newness of the technology as well as the similarities the new technology shared 

with the mass postal system. Jeffery argued that the purpose of both of these technologies

was to transmit secret messages. The decision in Ex parte Jackson was also very clear in 

15 Legal briefs submitted to the Supreme Court are not included in the U.S. Supreme Court Reports, and 
as such will be cited according to LexisNexis PDF page numbers. Opinions written by Justices will 
have the correct U.S. Supreme Court Reports page numbers.

16 Remember, private mail carriers have less Fourth Amendment protection than the mail service run by 
the government. 
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its application. In this attorney's conclusion, he made an explicitly propertarian argument 

by stating that the lines used by the petitioners “were theirs against all the world, even 

against the telephone company” because they paid for the use of the equipment and the 

equipment was inside of their own property. He stated that “the effect of this trespass was

to project themselves into the houses and offices of the defendants” which was clearly 

constitutionally protected space (7).

The last attorney for the petitioners made a strictly propertarian argument for 

Fourth Amendment protection of the telephone. In this sense, the previous argument is 

the synthesis of this strictly propertarian argument and the first argument which  

resembles the reasoning in the later Katz opinion written by Harlan. The attorney, Arthur 

Griffin, while still relying on a strictly propertarian interpretation of the Fourth 

Amendment, stated that “the Constitution was not written for a day or a year, nor can it 

be re-written to meet every changing circumstance of our lives” which, while trumpeting 

a broader interpretation17 of the Fourth Amendment's principles (privacy) was still 

founded in the telephone being the petitioners' property (Olmstead, 8).

In essence, these three attorneys for the separate groups of petitioners laid out 

three different interpretative options for the Court. The Court could have chosen a highly 

expansive option resembling the later reasoning in Katz, a synthetic option that would not

have completely thrown into question the foundation of the Fourth Amendment while still

allowing the Fourth Amendment to be pliable enough for future technologies, or the last 

option that would not have diminished the propertarian foundation of the Fourth 

Amendment inherited from common law traditions. Perhaps the strongest propertarian 

17 This attorney also invoked the founders in his opinion by stating “the letters of Thomas Jefferson and 
John Adams, leave no doubt in our minds as to how they would have felt on the subject of having 
government agents tap their private telephone wires” (Olmstead, 8).
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option came from the telephone company's own counsel, which had a vested interest in 

seeing that telephones became protected by the Fourth Amendment, no matter the legal 

reasoning. 

This last amicus curiae18 brief came from the telephone companies19, whose 

attorneys made a strictly propertarian argument. First, the attorneys for the telephone 

companies made the argument that Olmstead and his conspirators' property rights were 

violated along with their own property rights as the telephone company. They also made 

an argument about how the very nature of the telephone was that its communications 

were private,  stating that “[the wiretapper] invades the 'person' of the citizen, and his 

'house,' secretly and without warrant” which was similar to the “projection” arguments 

made by the petitioners' attorneys. Finally, they made the argument that the telephone had

by then supplanted the mass postal system and deserved Fourth Amendment protection as

its supplanter: 

The telephone has become part and parcel of the social and business intercourse of the 
people of the United States, and the telephone system offers a means of espionage 
compared to which general warrants and writs of assistance were the puniest instruments 
of tyranny and oppression (Olmstead, 11).

This argument is most interesting because it highlights the vested interest that companies 

involved with new forms of communication have when it comes to privacy. It might seem

like an obvious pattern, but it does reflect the importance of privacy to their consumers – 

why hire attorneys to submit an amicus brief if wiretapping did not affect the industry’s 

bottom line? Telegraph companies made the same arguments in the late 19th century, and 

18 Amicus curiae briefs are briefs from “friends of the court” who are allowed to make arguments to the 
Supreme Court although they hold no standing as either petitioner or respondent. (cite that silly 
dictionary).

19 The Pacific Telephone and Telegraph Company, American Telegraph and Telephone Company 
(AT&T), the Tri-State Telephone and Telegraph Company and the United States Independent 
Telephone Association.
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as the fourth chapter of this project will show, companies engaged in cloud 

communications or data storage generally have the same interest in protecting consumers 

privacy because it is profitable. When consumers have a choice between privacy and 

government intrusion, these companies’ responses to arguments by the government 

supporting limited privacy shows that consumers do care in some way. 

The government’s argument, articulated by Michael Doherty, Special Assistant to 

the Attorney General, attempted to refute all arguments that favored an expanded 

interpretation of the Fourth Amendment. It is interesting to note that he did not attempt to

refute any of the propertarian arguments put forth by either the amicus brief or Arthur 

Griffin. This may be due to Doherty’s reliance on common law traditions in showing that 

the illegal actions (under state law) did not pose a threat to the admissibility of evidence 

(Olmstead, 9). Doherty also attempted to interpret how the Founders thought about the 

Fourth Amendment, which directly contradicted the Founders' supposed vision as 

described by the petitioners’ attorneys. His argument as a whole, however, relied on strict 

interpretation of the language of the Fourth Amendment in order to sidestep the argument

about Boyd and the triggering of the Fifth Amendment, as well as to argue that any 

expansion of the Fourth Amendment would be dangerous to government agents 

attempting to enforce the law (the balancing test argument). However, with Doherty’s 

reliance on common law traditions, it is clear that perhaps the most dangerous argument 

of the petitioners’ attorneys was the argument that reinterpreted the entire technology into

a form of property. This is obvious when he stated that “the Constitution does not forbid 

[wiretapping] unless it involves actual unlawful entry into a house” (10). 
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Justice Taft wrote the majority opinion in this case, and it rejected all of the 

arguments made by the petitioners attorneys. Though he touched on and refuted each 

argument, what is most interesting was how he approached the topic of considering the 

telephone wires as  an individual's property. When Taft confronted this argument, he 

dismissed it with a small statement: 

By the invention of the telephone... one can talk with another at a far distant place. The 
language of the Amendment cannot be extended and expanded to include telephone wires
reaching to the whole world from the defendant's house of office. The intervening wires 
are not part of his house of office any more than are the highways along which they are 
stretched (Olmstead, 465).

He also reaffirmed that the Fourth Amendment protected only material, physical objects 

and that in this particular case, federal agents only listened to “voluntary conversations 

secretly overheard” (Olmstead, 464). In this way, the telegraph and the telephone suffered

the same early fate – both technologies seemed to truly shake the foundations of the 

propertarian paradigm, and were thus ignored. Even though an amicus brief was 

submitted by corporate interests, Taft devoted almost no writing to the argument. It is 

easy to see why – the telephone cannot fit into the propertarian paradigm, just as the 

telegraph was unable to fit into it nearly fifty years earlier. The Ex parte Jackson analogy 

also failed in Taft's mind, for the same reason the telegraph failed to fit that analogy – the 

government did not own it or run it, and there was no federal statute protecting its 

communications as private. Instead, Taft devoted nearly all of the opinion to addressing 

Fifth Amendment concerns brought up by Boyd and concerns over the illegal (under 

Washington statute) method by which the evidence was obtained (455 - 470). 

The most important opinion for the future, however, was the dissent written by 

Justice Brandeis. This dissent was used in the later landmark Katz case to justify the 
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expansion of the Fourth Amendment to protect “people, not places” (Katz, 351). 

Brandeis' argument had an interesting flow that highlighted both his ideal and practical 

wishes for how the case should have gone. He began his argument by justifying the right 

and responsibility of the Court to keep up with modernity and to liberally interpret the 

Fourth and Fifth Amendments to ensure that privacy was protected when “the progress of

science in furnishing the Government with means of espionage is not likely to stop with 

wire-tapping” (Olmstead, 474). Brandeis spoke of progress at length, and argued that the 

Fourth and Fifth Amendments created a “penumbra” of privacy.20 His argument then 

shifted to tangibility and intangibility, which would later be the crux of the argument in 

the Katz decision. He quoted Judge Rudkin, who said that despite mail being sealed, 

visible, and tangible compared to the telephone call which is unsealed, invisible, and 

intangible, “these are distinctions without a difference” (475) which was the most 

dangerous argument in favor of abandoning common law tradition. It is interesting to 

note that not once does Brandeis mention property in his dissent (except when quoting 

the Constitution) and did not mention property when referring to the telephone company's

amicus brief. Brandeis' personal interpretation of the Fourth and Fifth Amendments 

shined in this dissent, with Brandeis' statement that the Founders' intention in writing the 

Amendment was to protect  “the right to be let alone” (478). It is also interesting that 

Brandeis ended this spirited argument for the expansion of the Fourth Amendment away 

from the common law with the very simple and unrelated argument of disregarding 

evidence brought to the courts if obtained illegally. This argument, however, seems the 

20 This is the word chosen by Justice Holmes in his own dissent – he states that he is not yet prepared to 
argue that this penumbra covers the petitioners, but does think that the illegal accumulation of evidence
argument justifies reversal (Olmstead 18)

51



most practical, which is most likely why it was central to the other three dissents in this 

case.

What is most surprising about this landmark case is that it was decided on a 5 – 4 

vote. This did not mirror the telegraph, in that a case dealing explicitly with telegraphic 

wiretapping never even made it to the Supreme Court, nor was it such a contentious 

topic. The difference was most likely that the telephone rapidly gained in popularity and 

was used more socially (though still used commercially) from the outset, as compared to 

the more commercially limited telegraph. 

The Progeny of Olmstead

The progeny of Olmstead generally reinforced propertarian ways of thinking 

about the Fourth Amendment. Most of these later cases dealt with spike microphones and

detectaphones, which qualifed as wiretapping because they were used to listen in on one 

side of a telephone call, as well as listening in on general conspiracy in a residence or 

place of business. The first two progeny cases to be analyzed are Nardone v. United 

States (1937) and Nardone v. United States (1939) because of how these opinions 

affected evidence admissibility with the passage of the previously discussed Section 605 

which seemingly outlawed the federal use of wiretaps. The second two progeny cases to 

be discussed will be Goldman v. United States (1942) and Silverman v. United States 

(1961) for how they dealt with physical trespass and detectaphones. These two cases are 

also important because the Court was given the chance to overrule Olmstead but declined

to do so in favor of simply extending common law propertarian principles (Webber 1984, 

631 – 632). The fourth case to be analyzed will be Irvine v. California (1954) to ensure 
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that the regime of incorporation of the Fourth Amendment in state courts is addressed.21 

The last progeny case of Olmstead that foreshadows the landmark Katz case is Berger v. 

New York (1967) which invalidated a New York statute authorizing wiretapping because 

of its lack of strong procedural safeguards. 

Though these cases did not deal specifically with electronic wiretapping, they do 

deal with eavesdropping and do show the general progression of thought and 

interpretation surrounding government-sponsored surveillance as it related to the Fourth 

Amendment. These cases have been selected for their importance to both Olmstead and 

the general attention they have received in various law reviews and casebooks dealing 

with the Fourth Amendment (Pogue 1954) (Beany 1962) (Hoese 1964) (Webber 1984) 

(Greenhalgh 1995) (Clancy 2008).

Nardone (1937) and Nardone (1939) both dealt specifically with Section 605 of 

the Communications Act of 1934. Pogue (1954) argues that these two cases opened a new

era in federal wiretapping – an era that basically ended in 1942 with the decision in 

Goldman. This short era (1937 – 1942) is interesting however, in that these two Nardone 

cases required the exclusion of evidence in federal courts gained by wiretapping due to 

the “divulge” wording in Section 605. Specifically, Justice Roberts stated that “to recite 

the contents of the message in testimony before a court is to divulge the message” 

(Nardone 1937, 382) and that this divulging of evidence gained through interstate 

wiretapping was a clear violation of Section 605. In essence, the phrase “no person” 

applied to federal agents (382). The second Nardone case decided in 1939 involved the 

same petitioners and extended the 1937 decision by including in the interpretation of 

21 Full incorporation of the Fourth Amendment under the Fourteenth Amendment in state courts was not 
completed until Mapp v. Ohio (1961). Before Mapp, Wolf v. Colorado (1941) was the controlling 
doctrine of incorporation of the Fourth Amendment in state courts. 
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Section 605 all “fruit[s] of the poisonous tree” (Nardone 1939, 341) which was any 

evidence gained by the illegal wiretap. Essentially, the petitioners were tried again after 

the first Nardone decision, and lost because the prosecution used all evidence gained 

through the act of wiretapping without using the specific transcripts gained through the 

act of wiretapping.22 According to some scholars, these two decisions “indicated a 

continuing desire to follow in.. spirit the stirring advice of the dissenters in the Olmstead 

case” (Pogue 1954, 431). This desire was most likely heavily bolstered by Congress' 

decision to pass a statute that seemingly repudiated the Olmstead decision.  

Goldman (1942) and Silverman (1961) both involved the use of a detectaphone 

and a spike microphone, respectively. Despite the fact that these two eavesdropping 

devices were not true wiretaps (seizing data along a wire), the decisions in these two 

cases equated the kind of wiretapping in Olmstead with simple electronic eavesdropping. 

Because both of these cases represented a departure from the Nardone era and a 

reaffirmation of propertarian interpretation of the Fourth Amendment, they are important 

Olmstead progeny. 

Goldman involved two attorneys conspiring to violate a federal statute involving 

receiving money to act or not act in a bankruptcy proceeding. Two federal agents 

obtained an office adjoined to one of the attorney's offices and placed a detectaphone on 

the wall in order to listen to the petitioners' conversations. While listening in on the 

attorney's office, the federal agents recorded telephone calls made by one of the two 

petitioners for use as evidence in criminal proceedings (Goldman, 130 – 133). The main 

issue in this particular case was whether or not the interception and divulging of the 

22 Section 605 was later applied to intrastate communications in federal courts only with the decision in 
United States v. Weiss (1939).
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contents of a telephone call without the act of wiretapping was in violation of the 

expanded Nardone interpretation of Section 605. What is interesting about this particular 

case is that the era of Nardone allowed the Justices to use a strange interpretation of the 

difference between wiretapping and eavesdropping. Justice Roberts argued in his 

majority opinion that “the message itself [is protected] throughout the course of its 

transmission by the instrumentality or agency of transmission” (133) whereas simple 

eavesdropping was not protected. Justice Roberts also used a postal analogy by arguing 

that the Fourth Amendment protected a letter when it is deposited in a mailbox, but not 

before it had left the possession of the sender (133 – 134). 

The petitioners' main argument was that their words were meant to be confined 

within the four walls of their office, which would seemingly impart Fourth Amendment 

protection. Remember, a major argument in Olmstead was that the use of a telephone 

shows the intention of the caller to project his voice outside of his own four walls. The 

Court declined to both distinguish this case from Olmstead, while also declining to 

overrule Olmstead. Instead, the Court found that the use of a detectaphone was not a 

violation of the Fourth Amendment and that Section 605 was not applicable to situations 

where no wires were tapped, even though a telephone conversation could be heard. In this

sense, the Court “found non-telephonic electronic eavesdropping to be indistinguishable 

in principle from wiretapping” (Hoese 1964, 143). 

The decision in Silverman (1961) strongly reaffirmed the propertarian foundation 

of the Fourth Amendment by finally addressing when eavesdropping constituted a 

violation of the Fourth Amendment. In this case, federal agents were doing surveillance 

on a gambling operation from an adjoining apartment. The agents used a spike 
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microphone which they inserted underneath a baseboard and into a crevice, which 

eventually made contact with “a very good sounding board” (Silverman, 506). This “very 

good sounding board” turned out to be the petitioners' heating duct, which effectively 

converted the entire heating system of the petitioners' apartment into a very large 

microphone (507). A lower Court of Appeals decision followed the Goldman decision by 

finding that the eavesdropping in this case did not violate Section 605 nor the Fourth 

Amendment, which shows the importance of the Goldman decision in deciding when 

Section 605 could have been applied. However, the Court in Silverman reversed the 

decision of this lower court and found that “[the] decision here does not turn upon the 

technicality of a trespass upon a party wall... It is based upon the reality of an actual 

intrusion into a constitutionally protected area” (512) which shows the strength of the 

propertarian paradigm even in the early 1960s. The last sentence of this majority opinion 

written by Justice Stewart did foreshadow a possible shift, however, as he stated “we find

no occasion to re-examine Goldman here, but we decline to go beyond it, by even a 

fraction of an inch” (512) which may have foreshadowed the decision in Katz, written 

only eight years later. 

Justice Douglas also highlighted this possible foreshadowing in his concurring 

opinion, where he basically pointed out that reigning Fourth Amendment logic since 

Goldman regarding wiretapping and eavesdropping had become convoluted. In this 

concurring opinion, Justice Douglas argued that “the command of the Fourth Amendment

[should not] be limited by nice distinctions turning on the kind of electronic equipment 

employed” but rather “concern should be with whether the privacy of the home was 

invaded” (Silverman, 513) which he seemed to think was being consistently invaded. 
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While strongly reaffirming a propertarian interpretation of the Fourth 

Amendment, Silverman also exposed a serious flaw in the reigning interpretative 

foundation of the Amendment. The Court's reasoning seemed to hinge on technology 

alone while almost entirely disregarding the effect of the surveillance. The same type of 

evidence was collected in both cases, but simple trespass alone made the surveillance in 

Silverman illegal. Justice Douglas astutely pointed out that the Fourth Amendment during

this period had ceased to function based on what the Founders most likely intended the 

Amendment to protect against, and was instead becoming so fact-specific that reigning 

interpretative strategies were denying protection based simply on the technologies being 

used. A positive effect of Silverman however, was that it did implicitly reject Olmstead's 

holding (for the first time) that seizing intangible conversations could not be seen as a 

violation of the Fourth Amendment (Harvard Law Review 1977, 969).23 

Irvine (1954) is included in this progeny analysis simply because it gives context 

to how these the cases are being jurisdictionally applied before Mapp v. Ohio (1961) 

which provided for full incorporation of the Fourth Amendment in state courts. This case 

was rather simple and would seemingly invoke Fourth Amendment protection based on 

simple trespass by state officers. In this case, Irvine was found to be in possession of a 

federal wagering tax stamp through surveillance in his home. State officers trespassed 

into his house without a warrant multiple times, first installing a microphone in one part 

of his house, and then entering the house several more times to move the microphone to 

more desirable locations (Irvine, 131). The Court affirmed that each of these entrances 

23 This Olmstead holding was explicitly rejected in Wong Sun v. United States (1963) (Harvard Law 
Review 1977, 969).
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was technically a trespass and most probably a burglary, but the Court found that the 

evidence was admissible based on the controlling opinion in Wolf v. Colorado (1949). 

Wolf, according to Clancy (2008, 614) was a compromise decision that 

incorporated the Due Process Clause of the Fourth Amendment to states, while not 

applying the exclusionary rule for evidence to state courts. Thus, the decision in Irvine, 

though “it is suggested.. we should reverse here because this invasion of privacy is more 

shocking, more offensive” than the facts in Wolf, did not result in a reversal of Wolf 

(Irvine, 131). This slightly indirect progeny of Olmstead is important in that it shows how

the Fourth Amendment was still not fully applied to states even by 1954.24 This would 

change by 1961, when full incorporation of the Fourth Amendment was accomplished in 

Mapp. 

Though Wolf was the obviously controlling decision in this case, the Court did 

have a vociferous dissenter in Justice Douglas, who opened his dissent with the highly 

accusatory line of “the search and seizure conducted in this case smack of the police 

state, not the free America the Bill of Rights envisaged” (Irvine, 149). What is interesting 

about this dissent is how Justice Douglas repeated the word “privacy” to describe what is 

lost by physical trespass – he specifically stated that the Fourth Amendment “protects 

privacy” (154) and that the exclusionary rule was the only kind of sanction the Court had 

against encroachments on individual citizens' privacy. This likely marked yet another 

slow shift towards a “penumbra” of privacy protections provided by the Fourth and Fifth 

Amendments and away from simple propertarian interpretations. Silverman also   

24 Many states did include the exclusionary rule in their state constitutions, California, however, did not 
(Clancy, 615).
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highlighted this growing trend toward a more individualized privacy, as noted in Justice 

Douglas' dissent six years later. 

The final progeny case of Olmstead that directly foreshadowed the landmark Katz

decision was Berger v. New York (1967). Ralph Berger was an attorney charged with 

attempting to bribe a public official. His office was bugged with microphones and he was

subsequently caught. This particular case confronted a New York eavesdropping statute, 

which the Court struck down as unconstitutional as it permitted “trespassory invasion of 

the home or office, by general warrant” (Berger, 64). What is important in this case is that

although its logic rests on propertarian foundations, it was the first decision to invalidate 

a broad eavesdropping law due to a lack of procedural safeguards. Specifically, the 

statute did not require probable cause in order to tap the wires, nor did it require a warrant

outlining the conversations to be searched (Slobogin 2007, 15). With the exclusionary 

rule then in force in state courts, the evidence gained by the surveillance was declared 

inadmissible. The true importance of this case lay in the fact that the decision held that 

conversations, though intangible, were protected under the Fourth Amendment if 

searched – in Justice Stewart's words,  “the 'fruits' of eavesdropping devices are barred 

under the Amendment” (Berger, 63). Justice Douglas' concurrence even more blatantly 

stated the significance of Berger, as he characterized the decision as “overrul[ing] sub 

silentio25 [Olmstead] and its offspring, bringing wiretapping and other electronic 

eavesdropping fully within the purview of the Fourth Amendment” (64). 

This near overruling of Olmstead was completed just a few months later with 

Katz. These progeny cases show a slow realization by the Court that overly technical and 

propertarian interpretations of the Fourth Amendment were simply not protecting the 

25 Implied, but not explicitly stated (Garner 2011, 858).
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liberty interest contained in the Fourth Amendment. Silverman and Berger were 

particularly indicative of this trend, with Silverman's implication that intangible 

conversations fell under the Fourth Amendment and Berger's ruling that all wiretapping 

and eavesdropping (especially with trespass) also fell under the scope of the Fourth 

Amendment. In a sense, these two cases hearkened to the liberal ruling in Boyd, and 

presented a clear repudiation to the strictly propertarian Olmstead and its overly technical

Goldman progeny. In essence, by the time of Silverman and Berger, it seemed that the 

Court was attempting to come up with a more comprehensive and sensible way to 

interpret the Fourth Amendment, instead of quibbling about simple trespasses and 

technical differences in procedures used in surveillance (Hoese 1964, 146).

Reasonable Expectations: Katz v. United States

The landmark Katz v. United States (1967) sent a shock wave through the legal 

world because it seemed to represent the first real shift away from purely propertarian 

interpretations of the Fourth Amendment. The true effects of Katz on later Fourth 

Amendment case law have been endlessly debated in law reviews since its decision (Kerr

2004, 815 – 816) (Solove 2011, 99) (Kitch 1968, 137 - 138) (Webber 1984, 633). A close 

reading of the opinions in this case should highlight its importance and its departure from

Olmstead, while also showing how Katz was not as far reaching and decisive as it may 

superficially appear. 

The facts of Katz were simple – Charles Katz was convicted in California on eight

counts of gambling related crimes. He was placing bets through a public telephone from 

Los Angeles to Boston and Miami. Unbeknownst to him, this public telephone had been 

tapped by federal agents. These taps were located on the outside of the telephone booth, 
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and included both a tap and a recording device (Katz, 348). Justice Stewart wrote the 

majority opinion for the case, and he began his argument very conservatively by stating 

that the Fourth Amendment did not translate into a “general 'right to privacy'” but rather, 

legislatures are charged with the task of protecting that right (350). However, Justice 

Stewart directly followed that statement when considering whether or not the telephone 

booth was a “constitutionally protected area” with the revolutionary line of “...the Fourth 

Amendment protects people, not places... what he seeks to preserve as private, even in an 

area accessible to the public, may be constitutionally protected” (351). The rest of the 

argument focused on whether or not Katz expected privacy, even though he was in a 

public place separated from the public by  only glass. Justice Stewart dismissed this 

argument by the government by stating that Katz sought to exclude the “uninvited ear” 

(352). This argument reaffirmed the implicit argument in Silverman that conversations, 

though intangible, could be “searched” in the Fourth Amendment sense of the word. 

Justice Stewart also argued that a narrow reading of the Fourth Amendment has “ 

[ignored] the vital role that the public telephone has come to play in private 

communication” and that Olmstead and Goldman had become so eroded that they could 

“no longer be regarded as controlling” (Katz, 352). This opinion also solved the problem 

presented by Berger by authorizing regulation of electronic surveillance by legislative 

statute – which the decision in Berger had effectively confused. In essence, this decision 

authorized electronic surveillance only when a warrant had been acquired by law 

enforcement and approved by a judicial body. More importantly though, this decision 

seemed to diverge from the Fourth Amendment's propertarian foundations by placing 

privacy within people rather than places, and by fully considering intangible things like 
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conversations as an object that can be searched. Though this had already been confirmed 

by Silverman, Katz as a landmark decision overturning the Olmstead regime completed 

the shift from tangible to intangible protections in telecommunications privacy.

Though Justice Stewart wrote the majority opinion, the most highly regarded 

opinion of Katz came from Justice Harlan's concurrence. This is because Justice Harlan's 

concurrence explicitly described his “reasonable expectation of privacy test” which is 

regarded as being the touchstone of the Court's current approach to the Fourth 

Amendment (Solove 2011, 99). Justice Harlan's “reasonable expectation” test is two–

pronged: “...first that a person have exhibited an actual (subjective) expectation of 

privacy and, second, that the expectation be one that society is prepared to recognize as 

'reasonable'” (Katz, 361) which places the “expectation” both in the individual and in 

society. This two-pronged test represented a true re-envisioning of the Fourth 

Amendment, and opened the interpretative door of the Fourth Amendment to an 

expanded view of privacy first described by Brandeis in his seminal work “Right to 

Privacy.”

We're Lost, What Landmark? 

Though Katz seemingly represented a major shift in Fourth Amendment 

interpretation, its total effects have been unclear. Clancy (2008) characterizes the 

reasonable expectation test as becoming the “predominant measure for the scope of the 

Fourth Amendment's protections” (2008, 60) while also arguing that the Fourth 

Amendment is principally concerned with the protection of privacy, rather than just 

simple property. Clancy's argument is best summarized by saying that Katz effectively 

expanded the Fourth Amendment past the four tangible interests defined in the language 
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of the Amendment - “persons, house, papers, and effects” and into a more subjective 

playing field where certain places could have reduced Fourth Amendment protections 

(airports, cars, fields) or no protections at all, including intangible things like the 

characteristics of “ones' voice, face, or handwriting” (62). On the other hand, Orin Kerr 

(2004) views Katz as a landmark decision that has more “bark than bite” (2004, 816) and 

represents only a slightly more liberal break from the reigning propertied interpretations, 

in a similar vein as Boyd. 

More liberal legal theorists like Solove (2011) and Slobogin (2007) focus on the 

effect that Katz has had on privacy on the Internet through analyzing the “third party 

doctrine.”26 This third party doctrine stems from a line in Justice Stewart's opinion that 

“what a person knowingly exposes to the public, even in his own home or office, is not a 

subject of Fourth Amendment protection” (Katz, 351) which has resulted in a variety of 

Supreme Court decisions affecting Fourth Amendment protection on the “cloud” and in 

servers that store an individual's seemingly private data. Thus, the third party doctrine 

will be the main focus of the next chapter of this project dealing with privacy on the 

Internet.

In sum, this era of wiretapping concluded with domestic wiretapping requiring a 

warrant except in cases of national security. Further decisions regarding the interception 

of electronic communications27 continued to be written throughout the 1970s and 1980s, 

but the implications of these later decisions are arguably more important for the Internet 

than the telephone. The history of this legal lineage is important in understanding the 

26 This “third party doctrine” is the idea that once an individual has divulged information or data to a third
party, that information or data is no longer subject to Fourth Amendment protection. 

27 Pen registers (a device that collects call data rather than actual messages) will also be addressed in the 
next chapter. Though a pen register deals with telephones, their legality is caused by Katz's creation of 
the third party doctrine. 
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current state of Fourth Amendment privacy as it relates to the Internet, as the slow shift 

from the 1928 opinion in Olmstead to the landmark decision in Katz highlights the way in

which the Fourth Amendment deals with technology in general. Orin Kerr (2004) 

characterizes the Court's interactions with technology as falling under a kind of 

“deference norm” (2004, 827 – 828) where the Court only addresses new technologies 

when the technology has stabilized in use. This “deference norm” will emerge in the next 

chapter dealing with the Internet and the slow progression of cases that have both 

undermined and enhanced some forms of Fourth Amendment protection of this new 

technology.
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Chapter Four

Networked Communications: Privacy on the Internet

This chapter focuses on the Internet, and will take a slightly different tack than the

previous chapters of this project. First, a short history of the Internet will be described in 

order to examine how the nature of the Internet differs from the the natures of the 

telegraph and telephone, even though the Internet sprang from this generally linear 

communications trend. The second section of this chapter will describe the basic statutory

environment that regulates the Internet.28 The third section will address both Supreme 

Court decisions in the aftermath of Katz and developing case law focusing on the third 

party doctrine. The final section will evaluate recent developments on the national level 

that may be signalling a major shift by both Congress and the courts regarding how 

privacy is protected on the Internet.

Networks Within Networks

The Internet was born in the age of the Cold War. The first piece of technology 

that allowed the formation of what we know today as the Internet was actually created in 

the Bell Telephone Laboratories. This device is known as the modem, and its function is 

to convert digital data created by a computer into an analog signal that could be 

transmitted through a telephone line, and back again into digital data for another 

computer to read. Created in 1958, the purpose of this first modem was to quickly 

28 A full description of this statutory environment is outside of the bounds of this paper – the technology 
is too complex and its scope too immense to address each law regulating it. The basic form of the 
Internet has also undergone changes and continues to undergo changes as compared to the relatively 
static form of the telegraph and telephone. 
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transmit radar data gathered by the military from remote locations to places where it 

could be analyzed. This same year is marked by the organization of the Advance 

Research Projects Agency (ARPA) in response to the launch of Sputnik in 1957 

(Moschovitis et al 1999, 42 – 43).

An outline for the architecture of the Internet was first described in 1962 by a 

computer engineer named Paul Baran. His paper, “On Distributed Communication 

Networks” was written in response to fears about strategic missile strikes on the highly 

centralized systems that facilitated communication in the country. Communications 

networks were based on a “hub-and-spoke” design that would be completely devastated if

certain centers were destroyed. Baran came up with a new model that described an early 

form of packet switching. Essentially, data packets would be routed along nodes in the 

fastest path possible, and if a node was to disappear, the network could continue to 

operate by choosing still functioning nodes. This combination of the then distinct fields 

of computers and communications was revolutionary for this decade (Ryan 2010, 14 – 

15). Baran's idea was rejected by both AT&T and the Air Force until it was later picked 

up by ARPA in 1968. By 1969, ARPAnet was born. Its function was to link research 

centers across the United States. The first four nodes on ARPAnet were the University of 

California – Santa Barbara, the University of California – Los Angeles, the Stanford 

Research Institute and the University of Utah (Moschovitis et al 1999, 59 - 62). 

By 1977, the first personal computers owned by private individuals were 

connected to the telephone system by modems in order to transmit data. Ward 

Christensen, an early computer hobbyist, wrote a program called XMODEM to facilitate 

the exchange of data over the telephone network between peoples' personal computers. In
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1978, the first computer bulletin board system (BBS) was created by Christensen and 

friends, ushering in a new era of personal computing and communications. These early 

BBS systems were the first Internet forums in existence, and were mainly populated by 

computer hobbyists. To access a BBS, an individual would call another individual's 

phone number through their modem, which would connect the two computers together 

over the phone lines. By 1984, FidoNet was developed to link different BBS systems 

together, forming a national community of hobbyists engaged in social computing. By 

1992, there were over 45,000 BBS systems in existence (Ryan 2010, 68 – 69). 

This development in social computing was also bolstered by the development of 

electronic mail within ARPAnet in 1971. Ray Tomlinson created CYPNET which was 

able to carry messages through ARPAnet. As soon as it was created, electronic mail 

consumed over two-thirds of the bandwidth of ARPAnet (Ryan 2010, 77). With all of 

these exciting developments, one would think that large telecommunications companies 

like AT&T would be interested in the communications revolution that was occurring over

their own telephone networks. However, the story of the early development of the 

Internet is similar to that of the telephone. Just as Western Union refused to buy Bell's 

telephone patent in 1876, AT&T refused to take over ARPAnet. Instead, the military was 

forced to take over the management of ARPAnet in 1975. Though ARPAnet was expected

to find corporate funding, military control lasted until 1983 when the military separated 

their nodes into a new network called MILnet. Eventually, more networks funded by 

research centers were connected to ARPAnet until ARPAnet became too slow to function 

as a backbone in 1990. It was replaced by NSFnet (National Science Foundation) which 

marked the first true shift away from military control to civilian control of the nascent 
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Internet. By 1993, more than two million computers were connected to the Internet (88 – 

94). 

The World Wide Web was developed in 1991 by Tim Berners-Lee at CERN, a 

research institute studying particle physics in Geneva, Switzerland. The WWW system 

was initially used solely for CERN documents, but quickly expanded to become the 

architecture for information retrieval from the Internet (Moschovitis et al 1999, 162). By 

1993, InterNIC was established.29 This laid the foundation for the Dot-Com boom of the 

1990s, as more and more companies requested their own domain names from InterNIC 

(175). The 1990s also saw the rise of the modern Internet Service Provider (ISP), like 

AOL and CompuServe, which provided access to this new World Wide Web (Ryan 2010, 

72).

Today, the Internet is in a second era, called Web 2.0. This new version of the web

represents a new chapter in the history of the Internet. This new chapter is user-

dominated. The user creates information, edits information, and participates in the flow of

information. The rise of social media is an obvious outgrowth of this trend. Where Web 

1.0 was mainly a one way flow of information from webmaster to user, Web 2.0 makes 

interaction, communication, and creation the main activity of the Internet user. Examples 

of this trend can be seen in the popularity of websites like Facebook, Wikipedia, 

Craigslist, Ebay, and Twitter (Ryan 2010, 138 – 139). Of course, with the creation of 

massive websites that rely on user-generated content, massive data centers have been 

built by companies like Amazon and Google to store information. These data centers are 

located throughout the world. The federal government, for example, was running 2,094 

data centers in 2010. Over 2% of the total electricity used in the United States went to 

29 InterNIC still provides the basis for domain name registration to this day.
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private and federal data centers in the same year (Glanz 2012). It is obvious that all of 

this user-generated data, including emails and general cloud storage, has to go 

somewhere.

This short history of the Internet highlights how fundamentally different the 

Internet is from the telephone. Entire communities and private spaces are carved out in 

cyberspace, all connected within a distributed and headless network of computers, 

servers, and data centers. And, as the conclusion of this project will address, the nature of 

the Internet is not solidified. It is constantly evolving, and new networks within networks 

are being created every day. The surface of the Internet is only the tip of the iceberg – an 

entire dark web lies below.30 This poses a serious challenge to the Supreme Court, which 

must balance the interests of citizen privacy and law enforcement in a technology that 

seems to subvert the entire propertarian foundation of the Amendment, a foundation 

already cracked, though not shattered, by Katz. 

Electronic Communications Privacy Act

This section addresses the collection of federal statutes known as the Electronic 

Communications Privacy Act. The three statutes that constitute the overarching federal 

framework aimed at protecting electronic communications are the Wiretap Act, the Pen 

Register Act, and the Stored Communications Act (Solove 2011, 157). These three 

statutes are influenced by post-Katz case law which will be tackled in the succeeding 

section.

30 This statement refers to The Onion Router (TOR), which will be discussed in the conclusion to this 
project.
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The Wiretap Act was born from the Katz decision and was originally written to 

regulate wiretapping after Katz effectively made the practice unconstitutional. It is the 

same statute passed within the Omnibus Crime Control and Safe Streets Act of 1968 that 

was mentioned in the previous chapter. The Wiretap Act specifically regulates “content” 

information, which is the actual message within a call or within an email that is in the 

process of transmission (Solove 2011, 157). In terms of statutory language, the Act 

prohibits any person from “intentionally [intercepting], [endeavoring] to intercept, or 

[procuring] any other person to intercept or endeavor to intercept, any wire, oral, or 

electronic communication” while also setting up a warrant process that requires a higher 

standard of proof than the standard necessary for obtaining a warrant to search a house 

(Schwartz 2008, 290). 

While the Wiretap Act seems to provide a very high level of privacy protection for

the individual citizen, its use is limited to the interception of a message in the process of 

transmission. In other words, the tap must be occurring in real time, and applies only to 

the content of the message as it is transmitted in real time (Schwartz 2008, 290). Though 

the Act seemingly applies to communications on the Internet,31 we will see that both the 

Pen Register Act and the Stored Communications Act are far more relevant to the Internet

than the Wiretap Act. 

The Pen Register Act was passed with the Electronic Communications Privacy 

Act in 1986 as a direct response to the case of Smith v. Maryland (1979) (Bellia 2008, 

159). A pen register is a device that records only outgoing information, such as numbers 

31 According to the Wiretap Report published by the Office of the United States Courts, there were only 
four electronic (computer, fax, pager) taps used in the entire year of 2011 in both state and federal 
courts. This is compared to 2,092 traditional wiretaps in the same year (Wiretap Report 2011, Table 6).
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being dialed into a telephone.32 The Pen Register Act also includes the regulation of trap 

and trace devices which record incoming information, like the numbers appearing on 

caller ID.33 Both of these device collect only “envelope” information, rather than the 

actual content of messages (Solove 2011, 157). This statute does not only apply to 

phones,34 however – a combination of both of these devices, called a pen/trap device, can 

record Internet headers within packets of data which include both incoming and outgoing 

envelope information. According to Orin Kerr in his manual for United States Attorneys 

working in the Computer Crimes Division of the Department of Justice, the statutes are 

written in “broad, technology-neutral language” and thus apply to telephones, cellular 

telephones, Internet user accounts, email accounts, and IP addresses. (Kerr 2009a, 154).35

Obtaining a court order for pen/trap surveillance is surprisingly easy. All an 

applicant must do is tell the court who they are, which law enforcement agency they work

for, and certify that they believe that information that will likely be obtained from the 

pen/trap device will be relevant to their investigation (Kerr 2009a, 154 – 155). The 

standard for obtaining this order is much lower than a regular warrant, which itself is 

below the standard used for obtaining a wiretapping warrant (Bellia 2008, 160). As long 

32 Pen registers are statutorily defined as: “a device or process which records or decodes dialing, routing, 
addressing, or signaling information transmitted by an instrument or facility from which a wire or 
electronic communication is transmitted, provided, however, that such information shall not include the
contents of any communication...” (Electronic Communications Privacy Act of 1986, Pub. L. No. 99–
508, 100 Stat. 1848, 1986.)

33 Trap and trace devices are statutorily defined as: “a device or process which captures the incoming 
electronic or other impulses which identify the originating number or other dialing, routing, addressing,
and signaling information reasonably likely to identify the source of a wire or electronic 
communication, provided, however that such information shall not include the contents of any 
communication. (Electronic Communications Privacy Act of 1986, Pub. L. No. 99–508, 100 Stat. 1848,
1986.)

34 The original Pen Register Act only mentioned telephones, and until 2002 it was unclear whether or not 
the language applied to other technologies, though most law enforcement assumed it did. The Patriot 
Act amended the Pen Register Act with the technology-neutral language that is seen in the above 
footnotes (Solove 2011, 161).

35 An IP address is a user specific and unique address provided by an Internet Service Provider that can 
be used to identify an individual or a server.
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as these procedural requirements are fulfilled, the court that authorizes the order is 

obligated to authorize it and may not conduct its own inquiry as to the nature of the order 

(Kerr 2009a, 155). 

Pen registers and trap and trace devices do not pose too much of a threat to 

privacy when only applied to telephones, because they only reveal the parties involved in 

the communication. However, when this statute and its accompanying case law are 

applied to the Internet, the threat to an individual's privacy is immense. A pen/trap device 

that records your IP address and the IP address of every server which contacts your 

computer effectively reveals your entire Internet browsing history (Solove 2011, 162). 

The case of URLs36 and whether they are content or envelope information has not yet 

been addressed by the Supreme Court, though there has been a push in lower courts to 

define URLs as being able to contain content information. United States Attorneys are 

actually required to consult with the Computer Crime and Intellectual Property Section of

the DOJ before using a pen/trap device to collect URL information (Kerr 2009a, 153).

The court order allowing surveillance by a pen/trap device authorizes a sixty day 

period. This sixty day period can be extended indefinitely. Because the courts cannot say 

“no” to a court order authorizing pen/trap surveillance, it can be assumed that a pen/trap 

device can be used indefinitely (Kerr 2009a, 156). This means that the federal 

government is able to collect your entire Internet browsing history for an indefinite 

amount of time, as long as they do not collect the actual information on the website, in 

real time. Of course, an IP address can easily be resolved into a URL (and back into an IP

36 Uniform Resource Locators, or web addresses like www.google.com. URLs are resolved into IP 
addresses. 
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address), and there is nothing stopping the investigator from doing further research into 

the envelope information. 

Though the Pen Register Act seems invasive, it pales in comparison to the 

implications of the Stored Communications Act (SCA).37 This statute is the most complex

of the three in that it sets up a range of different mechanisms for law enforcement to 

either request, compel, or search (with a warrant) data that is stored on third party servers 

(Schwartz 2008, 298 – 299). The SCA regulates non-governmental actors' access to 

stored data on private servers, while also defining when a third party service provider can

disclose information. Because of the complexity of the SCA, a table38 is provided as a 

quick summary of the general framework of the Act.

37 It is interesting to note that the Department of Justice failed to report to Congress on the number of 
federal pen/trap court orders from 2000 – 2008 as is required by statute. The ACLU has recently 
obtained these past reports up to 2011, which shows 389 pen register and 372 trap authorizations for 
electronic devices in 2011 alone. This is compared to 8,891 pen register and 8,898 trap authorizations 
for telephones in 2011. The ACLU reports that the use of electronic pen/trap devices has increased by 
361% from 2009 to 2011 (Gilens 2012). These statistics only detail federal use of pen/trap devices, as 
state reporting is not required by statute (Schwartz 2008, 297).

38 This table is provided as a reference guide to United States Attorneys for how to obtain digital evidence
in compliance with the Stored Communications Act.
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Table 4.1: Stored Communications Act (Kerr 2009a, 138)

Voluntary Disclosure
Allowed?

How To Compel Disclosure

Public
provider

Non-public Public
provider

Non-public

Basic subscriber, 
session, and billing 
information

No, unless 
§2702(c)39 
applies

Yes Subpoena; 
§2703(d)40 
order; 
or search 
warrant 

Subpoena; 
§2703(d) 
order; 
or search 
warrant 

Other 
transactional and 
account records 

No, unless 
§2702(c) 
applies

Yes §2703(d) 
order or 
search warrant

§2703(d) 
order or 
search warrant

Retrieved 
communications 
and the content of 
other stored files

No, unless 
§2702(b)41 
applies

Yes Subpoena 
with 
notice; 
§2703(d) 
order with 
notice; or 
search 
warrant

Subpoena; 
SCA does not 
apply

Unretrieved 
communications, 
including email 
and voice mail (in 
electronic storage 
more than 180 
days)

No, unless 
§2702(b) 
applies

Yes Subpoena 
with 
notice; 
§2703(d) 
order with 
notice; or 
search 
warrant 

Subpoena 
with 
notice; 
§2703(d) 
order with 
notice; or 
search 
warrant 

Unretrieved 
communications, 
including email 
and voice mail (in 
electronic storage 
180 days or less)

No, unless 
§2702(b) 
exception 
applies 

Yes Search 
warrant 

Search 
warrant 

39 The exceptions in §2702(c) provide for non-content disclosures by the provider of the service “when 
the needs of public safety and of service providers themselves outweigh privacy concerns of 
customers” (Kerr 2009a, 137).

40 A §2703(d) order is higher in standard than what is necessary to obtain a pen/trap court order. This kind
of order requires that the government present “specific and articulable facts” which show reasonable 
grounds that the content information requested will be relevant to the investigation (130).

41 The exceptions in §2702(b) provide for content disclosures in the same instances as §2702(c) with the 
added exceptions of the provider inadvertently obtaining content that “appears to pertain to the 
commission of a crime” and if the subscriber consents to the disclosure of their own content data (136).
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It is important to describe two major distinctions that affect whether data is 

protected by the SCA, and to what extent the data is protected by the SCA. The first 

distinction is whether or not a third party provides a “remote computing service” (RCS) 

or an “electronic communications service” (ECS).  An RCS is a service that provides 

long-term data storage, while an ECS is any service that provides the means to 

communicate electronically. A service provider can be both of these services at the same 

time, or be one service, and through a user's action, become another service. For example,

when an email is sent from one ECS to another ECS, the email is in “electronic storage”  

which is defined statutorily as being “temporary, intermediate storage” (Kerr 2009a, 122 

– 124). However, if the user opens the email and does not delete it from the ECS server, 

the ECS becomes an RCS for the purposes of the statute. ECS providers have far greater 

protection than RCS providers, as Table 1 highlights. This is because the drafters of this 

statute made these two distinctions based on their understanding of the Internet and 

computing nearly two decades ago, when RCS providers were thought to be only used by

businesses who could afford the storage. Bellia points out that electronic storage was 

“100,000 times as expensive” in 1986 compared to 2008 (2008, 175). On the other hand, 

ECS providers were seen as more important due to the rise of email, which was generally

deleted from the server after it was read.

The second distinction concerns the nature of the provider – whether it is public or

non-public. A public provider is defined as any provider (ECS or RCS) that offers a 

commercial service to the public, whereas a non-public provider (only ECS, cannot be 

RCS) has a special relationship with the user and does not make its services available to 

the general public (Kerr 2009a, 116, 126). Generally, non-public providers are employers.
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Public providers are given the least leeway in voluntarily disclosing information, while 

non-public providers of ECS can voluntarily disclose any data on their servers (138). 

Overall, users of public ECS have the highest level of protection, users of public RCS 

have some, though not much, protection, while users of non-public ECS have the least 

amount of protection. The SCA does not apply to users who store information on non-

public services, as these are not even defined as RCS in the statutory language.

Lastly, the methods that can be used by law enforcement to access data stored on 

third party servers range from administrative subpoenas to a standard, probable cause 

warrant. It is generally assured “that greater process... includes access to information that 

cannot be obtained with lesser process” (Kerr 2009a, 127). This principle is shown in 

Table 1, where the greatest protection to the individual is in unopened emails (content 

information) that have been stored for less than 180 days, while the least protected stored 

data is “envelope information” and information generated by the service provider. 

The most alarming scenarios are the “retrieved communications and the content of

other stored data” and the “unretrieved communications” that have been on the server for 

more than 180 days. Both of these scenarios require only a subpoena with notice, which 

means that the subscriber must be notified that the service provider has been served with 

a subpoena for his or her data. However, this notice can be delayed in ninety day 

increments if there could be an “adverse result” to the investigation if the subscriber is 

notified. Delayed notice must be approved by a “supervisory official” in the law 

enforcement agency (Kerr 2009a, 130). What is most important about these subpoenas, 

no matter if it is a standard subpoena or a subpoena with notice, is that there is no judicial
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oversight in their use. In essence, emails in the cloud (Gmail, Yahoo, MSN, Hotmail) are 

only protected by judicial oversight if they remain unopened for less than 180 days. 

The Stored Communications Act, unlike both the Wiretap Act and the Pen 

Register Act, has only one statutory reporting requirement. This reporting requirement 

only applies to the number of “emergency”42 voluntary disclosures made by service 

provider each year. Lack of reporting makes it nearly impossible to gauge the scope of 

SCA use by law enforcement (Schwartz 2008, 299). 

However, some private companies in the “Big Data” industry have begun to 

release their own statistics on how many requests for information they receive from the 

federal government. Google, one of the largest “Big Data” companies, releases their own 

statistics on ECPA requests for information. The “Transparency Report” offers some 

insight into how many requests for information a single company receives annually. In 

2011, Google received 12,271 requests for information from the federal government with 

23,300 user accounts specified in total.43 Google included more detailed statistics in the 

latest 2012 report (July through December) by listing the type of requests they received. 

In a six month period, Google received 1,896 search warrants, 5,784 subpoenas and 758 

§2703(d) court orders. Google provided some or all of the data requested 88% of the time

for search warrants and subpoenas, and 90% of the time for court orders. This 2012 six 

month period had more than twice as many requests than the same six month period in 

2009, though they were 6% more likely to produce some or all of the data in 2009 

(Google 2012). 

42 This exception is included in the descriptions of both §2702(b) exceptions and §2702(c) exceptions, 
and was added to the Stored Communications Act in 2001 by the Patriot Act (Schwartz 2008, 299).

43 The “Transparency Report” for the United States also includes requests for information from other 
countries that “mutual legal assistance treaties” which may inflate the numbers (Google, “Transparency
Report”).
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Following Google's lead, while also answering calls for transparency by several 

non-profit advocacy groups, Microsoft released its own “Transparency Report” on March

20, 2013 (Galperin 2013). Sadly, this report only includes data for 2012 and does not 

delineate between subpoenas, court orders or warrants. The report shows that Microsoft 

received 11,073 requests which targeted 24,565 Microsoft services44 user accounts. 

Microsoft produced content data for 1,544 (13.9%) requests and produced non-content 

(envelope) data for 7,196 (65%) requests. Only 759 (6.9%) requests were rejected 

because the form of the request did not meet Microsoft's legal requirements for 

disclosure. For Microsoft's Skype service, 1,154 requests were received which targeted 

4,814 user accounts. According to Microsoft, the company does not disclose Skype data 

at all because the subsidiary operates under Luxembourg law (Microsoft 2013).

This section has addressed the problems with the current statutory framework that 

currently protects privacy on the Internet. Though the purpose of the Electronic 

Communications Privacy Act is to regulate how data can be obtained in criminal 

investigations, it should be quite obvious that this current regime is severely outdated. It 

is based on decades old interpretations of a technology that is evolutionary in nature. And

because this relatively new technology has yet to be protected by a new interpretative 

foundation of the Fourth Amendment, the ECPA is all the individual has to protect his or 

her privacy. There is reason for hope, however – as this specific history of the Fourth 

Amendment looks as if it is slowly repeating itself. Major developments have taken place

over the relatively short course of time it has taken to complete this project. These 

developments will be discussed in the conclusion to this chapter. But first, an 

44 Microsoft services include Hotmail/Outlook.com, SkyDrive cloud storage, Microsoft Messenger and 
Xbox Live. Skype data is separated from these services because it is a Microsoft subsidiary located in 
Luxembourg (Microsoft 2013).
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examination of Fourth Amendment case law in the post-Katz era is required to fully 

understand how privacy has been eroded by a decision that seemed revolutionary at the 

time of its inception.

Perverted Katz: The Third Party Doctrine

The progeny of Katz led to the development of what is known as the third party 

doctrine, which has arguably been a devastating development for privacy on the 

Internet.45 Three major Supreme Court decisions form the basis of this third party 

doctrine as it relates to electronic communications.46 The first half of this section will 

address these pre-Internet Katz progeny. The three cases that will first be analyzed are 

Couch v. United States (1973), United States v. Miller (1976) and Smith v. Maryland 

(1979) (Solove 2006, 201) (Defilippis 2006, 1097) (Schwartz 2008) (Kerr 2009b, 569) 

(Solove 2011, 104). The second half of this section will be devoted to emerging opinions 

from lower courts regarding the SCA. These two later decisions are Theofel v. Farey-

Jones (2003) and United States v. Warshak (2010) (Slobogin 2007, 287 - 288) (Kerr 

2009a, 124) (Bellia 2008, 156 – 157).

Couch v. United States (1973) is probably the most unlikely case to be included in

this section. Even though it was argued on Fifth rather than Fourth Amendment grounds, 

it was one of the first cases that established the third party doctrine for business records. 

Lillian Couch was a restaurateur who was charged with income tax fraud by the Internal 

Revenue service for under-reporting her gross earnings (Couch, 324). The IRS 

investigator first interviewed Couch and then interviewed her accountant. When her 

45 It is interesting to think that ARPAnet was born just two years after the Katz decision in 1967, and just 
before the first case applying the new third party doctrine to electronic communications in 1972. 

46 The third party doctrine technically originated in 1952 when criminal defendants began arguing that 
undercover agents wearing wires violated their Fourth Amendment rights (Kerr 2009b, 567). 
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accountant refused to produce Couch's tax records, the investigator sent the accountant a 

summons which compelled him to produce the records. By the time the summons was 

received, Couch had already asked the accountant to hand over all of her records to her 

attorney. Because her records were now in possession of her attorney, she asserted her 

Fifth Amendment right against self-incrimination based on her ownership of the records 

(325). 

Justice Powell succinctly summarized the question at hand as “whether her 

proprietary interest further enables her to assert successfully a privilege against 

compulsory self-incrimination to bar enforcement of the summons and production of the 

records” (Couch, 327). The Court found that her Fifth Amendment rights were not 

violated in the production of the documents, because the Fifth Amendment is a personal, 

rather than informational, privilege (328). Justices Douglas and Marshall wrote spirited 

dissents in this case, and they both focused on how “the Fourth and Fifth Amendments 

delineate a 'sphere of privacy' which must be protected against governmental intrusion” 

(339 – 340). They also highlight the importance of maintaining a “private sphere” in 

society, as the erosion of this “private sphere” will lead to citizens refusing to entrust any 

information they wish to remain private to third parties. They argued that this will 

“stultify the exchange of ideas that we have considered crucial to our democracy” (342) 

which seems like a direct nod to classical republican theory. 

Though the argument that the private sphere must be protected from governmental

intrusion may seem classically liberal, the reasoning behind this argument is classically 

republican. In this case, the Justices appear to believe that if the private sphere is further 

eroded by the extension of the third party doctrine, then democracy itself is at risk as the 
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exchange of ideas between citizens becomes a riskier activity. As this practice becomes 

riskier because of increased governmental intrusion, the process of developing citizens 

who rely on the private sphere for increased agency in the public sphere may be stunted.

United States v. Miller (1976) established that banking records could not fall 

under Fourth Amendment protection. Miller was convicted of distilling and selling 

whiskey without paying taxes on the liquor. Federal agents sent subpoenas to his banks, 

who happily turned over “copies of checks and other bank records” to the agents based 

on the newly written Bank Secrecy Act of 1790. This Bank Secrecy Act required the 

maintenance of banking records and had no provisions regulating the disclosure of said 

records (Miller, 437). The majority opinion in this case decided that the materials which 

were the subject of the subpoena were business records rather than private papers, and 

that these records were voluntarily given to the bank. Relying on Katz, the majority found

that Miller had no reasonable “expectation of privacy” in these records (442 – 443). This 

is a basic outline of the “assumption-of-risk” doctrine where an individual assumes the  

risk of third party betrayal when he or she tells a secret to a third party (Solove 2011, 

108). This “assumption-of-risk” doctrine is the justification for the third party doctrine. 

The main dissents in the case came from Justices Brennan and Marshall. Justice 

Brennan made the argument that banking in society is not a voluntary act – and that in the

process of banking, an individual reveals “...many aspects of his personal affairs, 

opinions, habits and associations... the totality of bank records provides a virtual current 

biography” (Miller, 451). This argument sounds eerily reminiscent of how the third party 

doctrine plays into the regulation of stored Internet communications through the Stored 

Communications Act. Brennan continued his dissent by stating that a police officer 
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having access to this kind of information with no judicial oversight (through the 

subpoena process) “opens the door to a vast and unlimited range of very real abuses of 

police power” while also citing “development of... electronic computers” as a 

justification for the Fourth Amendment adapting to new technologies and practices (451 –

452).

Justice Marshall's dissent was much shorter and simpler, and argued that the Bank

Secrecy Act was unconstitutional because it did not provide for a warrant process (Miller,

456). Christopher Slobogin believes that Miller signified a direct expansion of the earlier 

holding in Couch. In short, the Miller decision expanded the scope of the third party 

doctrine in both the post-Warren Court and post-Katz era, and has been used as the basis 

for upholding the Stored Communications Act (Slobogin 2007, 153). This expansion of 

the third party doctrine in terms of electronic communications was completed with Smith 

v. Maryland.

Smith v. Maryland (1979) is both the legal foundation for the Pen Register Act of 

1986 and the last major case to solidify the third party doctrine. Michael Lee Smith 

robbed a woman and subsequently harassed this same woman with “threatening and 

obscene phone calls” (Smith, 737). Police asked Smith's telephone company to install a 

pen register on his phone in order satisfy probable cause for obtaining a search warrant 

for his home. Justice Blackmun wrote the majority opinion for the case, citing Katz 

extensively. He called the decision in Katz the Court's “lodestar” in the decision of 

applying or not applying the Fourth Amendment to the use of the pen register (739). Of 

course, the Court found that the use of a pen register did not constitute a “search” within 

the meaning of the Fourth Amendment. In his reasoning, Blackmun relied on his own 
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understanding of society's expectation of privacy when using phones by “[doubting] that 

people in general entertain any actual expectation of privacy in the numbers they dial” 

since all telephone users must “convey” telephone numbers to the telephone company 

(742). This decision set up the distinction between “content” and “envelope” information 

as found in the ECPA. In his conclusion, Blackmun fully detailed his reliance on both the 

“assumption-of-risk” and third party doctrines in the decision by arguing that Smith 

assumed the risk of betrayal by using the telephone while also voluntarily handing the 

information to a third party (744).

Justices Marshall, Brennan and Stewart dissented in this case. Justice Marshall 

outright rejected the “assumption-of-risk” doctrine by arguing that a telephone call cannot

be made without a telephone company. He cited Katz as holding that public telephones 

play a vital role in society, and argued that private telephones should be afforded even 

higher protection than public telephones because the action “[emanates] from private 

conduct within a person's home” which is a fully protected area under the Fourth 

Amendment (Smith, 747 – 748). He also argue that dialed numbers did not lack content, 

thus rejecting the idea that pen registers only capture “envelope” information (748). 

Justice Stewart took a different tack in his dissent by stating that he did not assume that 

the majority of individuals expect their telephone numbers to be recorded by telephone 

companies (749). Where Marshall rejected the “assumption-of-risk” doctrine, Stewart 

fully rejected the third party doctrine when he argued that legitimate privacy expectations

under Katz rely “not on the risks an individual can be presumed to accept when imparting

information to third parties, but on the risks he should be forced to assume in a free and 
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open society” (750). These dissents show the disputed nature of these two doctrines in the

Court as seeming perversions of the landmark Katz decision.

As has been stated, these three decisions form the legal foundation for the 

previously described ECPA statutes. It is clear that both the Pen Register Act and the 

Stored Communications Act were modelled on the third party doctrine that was 

established and expanded through these post-Katz decisions. There has been a slow, but 

recent push from lower courts to reject this third party doctrine through declaring certain 

tenants of the SCA unconstitutional. The two cases that deal specifically with the SCA are

Theofel v. Farey-Jones (2003) and United States v. Warshak (2010). The Supreme Court 

has not granted these two cases certiorari,47 possibly in fear of invalidating the only 

“privacy” protections that citizens have on the Internet. 

Theofel v Fary-Jones (2003) was a civil case that made it to the Court of Appeals 

for the Ninth Circuit and involved a subpoena issued to the plaintiff's ISP by the 

defendant's attorney. The question posed to the Court was whether or not the defendant 

(Farey-Jones) violated the privacy protections of the SCA when it issued a subpoena that 

requested “all copies of emails sent or received by anyone” at the entire firm of 

Integrated Capital Associates (the plaintiffs) (Theofel, 1071). A lower court judge had 

already found this subpoena to be unlawful and overly broad, so the Court of Appeals 

was tasked with deciding whether or not the SCA was violated by the subpoena and 

subsequent disclosure of some of the emails by the ISP.

The Court's decision essentially broadened the definition of “electronic storage” 

to include all emails that are stored regardless of whether they have been accessed. This 

47 Latin for “to be informed of” and in the judicial system is a writ from a higher court to a lower court to 
determine whether or not the case will be taken up for judicial review (Adeleye et al 1999, 62).
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was based on a subsection of the statutory definition of “electronic storage” that allowed 

an “electronic communications service” to keep records “for purposes of backup 

protection” (Theofel, 1075). The attorneys for the United States submitted an amicus brief

arguing that the Court “upset the structure of the Act by defining 'electronic storage' so 

broadly as to be superfluous and by rendering irrelevant certain other provisions dealing 

with remote computing services” (1076). The manual for DOJ attorneys claims that the 

Court “confuses 'backup protection' with the ordinary storage of a file” though the 

manual does state that prosecutors operating within the Ninth Circuit must abide by this 

decision (Kerr 2009a, 125). 

United States v. Warshak (2010) went even farther than Theofel by declaring the 

entirety of the SCA unconstitutional on Fourth Amendment grounds (Warshak, 23). 

However, this case was only decided in the Court of Appeals for the Sixth Circuit, which 

does not have the power to invalidate an act of Congress. The facts of this case are 

exceedingly complex, so only the arguments regarding the Fourth Amendment and the 

unconstitutionality of the SCA will be evaluated.

Warshak was indicted on over 112 counts of various fraud. Over 27,000 of 

Warshak's emails were seized without a warrant through the SCA's warrantless 

compulsion provisions. The Court first evaluated whether or not Warshak had a privacy 

interest in his emails, and concluded that “his entire business and personal life was 

contained within.. the emails seized” (Warshak, 284). The Court then evaluated his 

privacy interest based on the reasonable expectation test prescribed by Katz and found 

that Warshak subjectively expected privacy in his emails. The Court also found that 

society expects the Fourth Amendment to protect emails due to the “explosion of 

85



Internet-based communication” and the lack of difference between emails and other 

protected forms of communication like letters and telephone calls (284 – 286). 

The Court effectively made the same argument as this project does when it stated 

that “as some forms of communication begin to diminish, the Fourth Amendment must 

recognize and protect nascent ones that arise” (Warshak, 286) This statement seems to 

recognize the history of technology and Supreme Court decision-making as a cyclical 

process of slowly rising protections for newer technologies. The third party doctrine was 

also eviscerated by the decision when the Court wrote that just because an operator or a 

“rogue mail handler” can access the content of a message in the telephone systems or 

mass postal system, it does not mean that they are able to under the Fourth Amendment. 

Last, the Court argued that probable cause warrants should be required to compel an ISP 

to turn over emails to government officials. Because the SCA does not require probable 

cause warrants in most situations, the Court found that “the SCA is unconstitutional” (286

– 288). 

On the Cusp of Revolution

As I alluded to in the ECPA section, major developments are taking place within 

our political system that seem to be aimed at providing Fourth Amendment protection for 

the Internet. One major development that is reminiscent of the actions taken by telephone

companies during the Olmstead era is how Google and Microsoft are now requiring 

probable cause warrants for government officials seeking to access its users' content data,

including emails and documents. Their reasoning for requiring warrants is mainly based 

on the decision in Warshak. which declared multiple provisions of the ECPA 

unconstitutional (Microsoft 2013). These are documents that are stored on Google and 
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Microsoft's cloud (RCS). The government appears to be acquiescing to Google and 

Microsoft's demands for warrants in order to avoid a Supreme Court challenge to the 

SCA (Kravets 2013a). Other ISPs, like Yahoo, seem to be following suit (Kravets 2013b).

Remember that telegraph companies also attempted to safeguard their users' 

privacy in the late 19th century. They even went so far as to send their own branch 

managers to jail for contempt in order to keep telegraphic communications private. 

Telephone companies nearly fifty years later regularly submitted amicus curiae briefs in 

major wiretapping cases like Olmstead, arguing for the Fourth Amendment to be applied 

to telephony. The nature of incorporating new technologies into the Fourth Amendment's 

scope of protections seems to be a rather cyclical process in this way. 

Congress has also played a role in each technological period – mail was first 

protected by statute, rather than by Ex parte Jackson. The Senate passed a resolution that 

limited its investigatory powers by requiring more specific subpoenas than was 

previously necessary to access telegrams. Western Union also trumpeted its own form of 

privacy protection in its internal workings by establishing the concept of “privileged” 

telegrams. The decision in Olmstead spurred the first federal regulation of wiretapping in 

the form of the Federal Communications Act, which provided for at least a few 

protections of the then nascent technology. The Internet received the ECPA as  privacy 

regulation in 1986, though it is now outdated to the point of near uselessness. 

There is, however, another major development taking place on the national level 

outside of the judiciary. A burgeoning national reform movement focused on updating the

ECPA with warrant requirements has been agitating for change.48 Patrick Leahy (D-Vt.) 

48 Major organizations advocating for ECPA reform include Digital Due Process, the American Civil 
Liberties Union and the Electronic Frontier Foundation.
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in the Senate has been leading the congressional movement for reform. In 2012, Leahy 

introduced an amendment to the ECPA which passed in the Senate Judiciary Committee 

but never reached the floor for a vote (Sledge 2012). This year, Leahy has again 

introduced an ECPA reform bill titled “Electronic Communications Privacy Act 

Amendments Act of 2013” while a bipartisan group of legislators have introduced a 

similar bill in the House (Sasso 2013).

Perhaps the most significant signal that reform of the ECPA may happen in the 

next few years is the change of heart demonstrated by the Department of Justice. The 

Acting Assistant Attorney General Elana Tyrangiel presented a statement to the “House 

Committee On The Judiciary” regarding the reform of the EPCA. The most relevant 

section of her statement addresses the ECPA's outdated RCS and ECS distinctions:

We agree, for example, that there is no principled basis to treat email less than 180 days 
old differently than email more than 180 days old. Similarly, it makes sense that the 
statute not accord lesser protection to opened emails than it gives to emails that are 
unopened (Tyrangiel 2013, 4).

This statement shows a softer stance compared to previous Department of Justice support

for the full statutory text of the EPCA (Kerr 2009a). The full statement is still moderate in

its tone and most likely does not go as far as many privacy advocates would like – for 

example, Tyriangel considers the argument that all stored data should require a probable 

cause warrant for seizure is “[meritorious]” but does not fully support it (Tyriangel 2013, 

4). Regardless, the statement shows general support for ECPA reform from an 

organization that relies on the loose privacy protections of the Act for convictions.

In sum, a privacy revolution appears to be on the horizon for the Internet. It seems

more likely that the ECPA will be reformed and updated sooner than a landmark Supreme

Court case would apply the Fourth Amendment to the Internet. However, the 2010 
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Warshak decision and its rejection of the third party doctrine does offer hope for future 

Supreme Court action. As computing and electronic communication becomes more 

ubiquitous in the daily lives of Americans, it becomes ever more likely that the Supreme 

Court will act to expand the scope of the Fourth Amendment.

Expanding the scope of the Fourth Amendment to envelop the Internet will likely 

necessitate either a full shift and acceptance of the “reasonable expectation” test put forth 

by the decision in Katz along with the abandonment of the third party doctrine, or the 

development of an entirely new interpretive strategy to deal with this new technology. 

Though previous discussion of classical republican and liberal strains of interpretation 

has been brief, the third party doctrine seems to highlight the Court's current 

preoccupation with more classically liberal ways of thinking about privacy. Many of the 

landmark cases and their progeny in this long lineage of communications history can, in a

way, be interpreted through this theoretical lens. As the introduction stated, the 

propertarian foundation of the Fourth Amendment is clearly followed until the decision in

Katz, with very few exceptions. However, many of the dissents analyzed in the preceding 

chapters pointed toward a growing and seemingly more republican mood in the Court. A 

specific example of this growing mood can be found in Brandeis' dissent in Olmstead.

When a more republican way of thinking about privacy was finally realized, it 

was quickly perverted back into the much more liberal secrecy paradigm which led to the

third party doctrine. The secrecy paradigm is clearly liberal in that it is a strict and 

“objective” way of defining when a person can expect privacy. If one does not keep 

information entirely separate and protected from even possibly entering the public sphere,

then that person can no longer expect privacy under the seemingly republican “reasonable
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expectation” test. Thus, society is no longer given a voice in the actions of the Supreme 

Court – private and public must be kept entirely distinct, and no risk must be assumed by 

an individual. An individual can never expect privacy in something he or she has 

voluntarily divulged to any third party. The third party doctrine, in this way, is born of 

classically liberal ideas reminiscent of the types of reasoning used in Olmstead and 

earlier forms of propertarian interpretative strategies. The only difference now is that 

these ideas are now applied to intangible things as well as tangible things. This is the real 

reason why I believe that the Court must once again adopt a more republican attitude 

towards privacy – not because privacy is a right for the sake of being a right, but because 

a strongly protected private sphere can aid in developing  a more active and informed 

citizenry who feel that they have a stake in their society. 
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Conclusion

Fourth Amendment Protection in a Digital Age

Modernizing the Fourth Amendment in the wake of rapidly developing 

technologies is not an easy task for the Supreme Court. The Court does not operate in an 

interpretative vacuum – there is a thick and rich history surrounding nearly every lineage 

of cases emanating from the Constitution. Fourth Amendment protections for private 

dwellings have remained largely unchanged through the years, and have kept pace with 

burgeoning surveillance technology.49 This is because interpretation of new technologies 

which may invade the privacy of a home, the physical area of our private sphere, are 

solidly based in propertarian foundations. The nature of physical habitation is largely 

static. We generally live within four walls and a locked door sheltering us from prying 

eyes and intrusion. The nature of private communication, on the other hand, has not 

remained static since the development of the telegraph. This dilemma is quite obviously 

present in this specific lineage of Fourth Amendment protection of individual 

communications. 

So how well have the courts kept up with the progress of communications 

technologies? As this project has shown, the courts have operated at a very slow pace 

when it comes to either expansion or re-interpretation of the Fourth Amendment. The 

mass postal system was an easy technology to envelop in Fourth Amendment protection 

49 Kyllo v. United States (2001) protects a home from thermal imaging when the imaging is done from a 
public vantage point. The court ruled that thermal imaging constitutes a “search” within the meaning of
the Fourth Amendment. In the words of Justice Scalia: “search of the interior of homes - the 
prototypical and hence most commonly litigated area of protected privacy - there is a ready criterion, 
with roots deep in the common law, of the minimal expectation of privacy that exists, and that is 
acknowledged to be reasonable” (Kyllo 34).
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because the system transfers sealed physical objects, which fits neatly in propertarian 

interpretation. However, the telegraph presented a challenge to 19th century courts, as 

telegraphic communication is transmitted over wires and translated by intermediaries. 

Thus constitutional protection was never bestowed on the telegraph. The telegraph's 

quick replacement by the telephone, which was a more social and widespread medium for

communication, may also explain why the courts refused to provide early protection for 

this technology. 

The development of the telephone is perhaps the best example of how a new 

technology receives Fourth Amendment protection – and as the third chapter shows, it is 

a slow and fragmented process. This technology did, however, force the Supreme Court 

to act in a different way than it had acted during the days of the telegraph and the 

Olmstead era. With the decision in Katz, the Court essentially modified its strategy for 

interpreting the Fourth Amendment. This new interpretative strategy only complemented 

the existing propertarian interpretative strategy, though it did place telephone wiretapping

and surveillance under the full protection of the Fourth Amendment. The statute 

succeeding Katz demonstrates this protection, as the Wiretap Act requires a warrant with 

a standard of probable cause even higher than the kind of warrant necessary to search a 

house. By creating the dual “reasonable expectation” test (both societal and individual 

expectations of privacy) the Court complemented and seemingly expanded the Fourth 

Amendment by adding normative expectations to the propertarian regime. Though the 

Court modified and added to its interpretative repertoire, the fourth chapter of this project

shows that the decision in Katz is most likely not the last time that the Court will modify 

its existing interpretative strategies. 
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As the last chapter of this project shows, Katz did not herald a new era of Fourth 

Amendment protection for new communications technologies like the Internet. Progress, 

in this sense, is not linear nor assured. The third party doctrine is arguably a direct 

product of the new interpretative strategy provided by Katz combined with the older 

propertarian interpretation. This doctrine is founded on the belief that neither an 

individual nor society expect data given to a third party to remain secret, therefore the 

data cannot be protected by the Fourth Amendment. In essence, the information becomes 

the property of the third party. 

This reasoning is visible in the structure of the Electronic Communications 

Privacy Act – the main federal statute tasked with protecting privacy on the Internet. 

Reform of this statute may provide better protection for communications on the Internet 

in the future, but would unlikely live up to the protections provided by full Fourth 

Amendment application. As the ECPA currently stands, the only remedy provided to a 

criminal defendant who has suffered a violation of law enforcement regulations contained

within the Stored Communications Act is a civil remedy. Evidence does not have to be 

suppressed if government agents believe their actions to be in accordance with the statute 

(Kerr 2009, 148).50 Without the possibility for the exclusionary rule to be applied in cases

of search and seizure of Internet communications, there is only a small disincentive for 

police misconduct. 

Though some lower courts seem to be agitating for constitutional protection of 

privacy on the Internet, communications data for the majority of users remains readily 

accessible to the prying eyes of law enforcement. However, I have stated before that the 

50 This is evidenced by the decision in Warshak, where even though the lower court found the SCA to be 
unconstitutional, the evidence gained in the case was not suppressed based on the officers' “good faith”
reliance on the text of the statute (Warshak, 282).
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nature of the Internet is one of evolution. While the telegraph and telephone have 

remained largely static because of their top down design, the use of a computer is a 

highly individual activity, and possibilities for anonymization, encryption, and true 

ownership of data are abundant.51 Where Jefferson, Madison and Monroe used coded 

messages sent through the mass postal system to evade prying eyes, users of the Internet 

have the ability to encrypt both email and entire hard drives with algorithms that can 

make data completely inaccessible to law enforcement (Casey et al. 2011, 130). A few of 

these methods will be discussed. This will be followed by a description of my own 

strategy to secure my own data without relying on the possibility of the Supreme Court 

expanding Fourth Amendment protection to common Internet practices. 

Anonymity, though currently not a liberty according to current interpretations of 

the Fourth Amendment, is an important feature of the Internet that is rapidly losing 

ground. As shown by the description of the ECPA, current definitions of envelope 

information include which servers you contact and which servers contact you. This 

information can effectively expose your entire web browsing history. By subscribing to 

an Internet Service Provider (ISP), you are assigned a unique IP (Internet Protocol) 

address. Nearly every time you access a server, your unique IP address is logged. The 

most common anonymization technique used to protect this kind of information is the use

of proxy server. A proxy server is a server through which you can pass information back 

51 Some people most likely used code to communicate sensitive information over the telephone, though I 
have found no glaring examples in the literature. There is, however, a group of phone aficionados 
colloquially known as “phreakers” who once used a variety of methods to obtain free phone calls and 
wreak some havoc on the telephone system at large (Sterling 1992, 48). One activity of this group is 
particularly relevant to this project. By stringing together calling cards sold by telephone companies 
based in different countries, phreakers were able to remain completely anonymous (by bouncing 
through different countries) to Automatic Number Identification (ANI) services used by both the 
government and businesses to identify callers (184 - 185). Though this is only one method used by 
such phreakers, it is nearly a mirror image of the method of chaining proxy servers together to remain 
anonymous on the Internet. 
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and forth, revealing your IP address only to this server. For added privacy, many users 

chain these proxy servers together, causing information to be passed through multiple 

servers. The ideal proxy is located in a country without mandatory data retention laws, 

because these laws require logging of your envelope data. By using proxy servers 

correctly, an individual can anonymize their traffic in order to evade the use of a pen/trap 

device authorized by an easily obtainable court order. 

A more advanced method of remaining anonymous on the Internet involves the 

use of The Onion Router (Tor). According to the project's website, Tor was originally 

developed by the U.S. Naval Research Laboratory to protect government 

communications from foreign eavesdroppers. The most recent iteration of the project is 

still used by law enforcement and the U.S. Navy in order to keep their own traffic 

anonymous. It is also used by journalists and Non-Governmental Organizations around 

the world to transmit data securely and anonymously. The structure of Tor is similar to 

that of an onion, as it has several layers of security, including encryption and the 

distribution of traffic through several nodes (Tor 2013). Put briefly: 

Instead of taking a direct route from source to destination, data packets on the Tor network take a 
random pathway through several relays that cover your tracks so no observer at any single point 
can tell where the data came from or where it's going (Tor 2013).

The Tor network also has its own hidden and entirely anonymous network of websites.

An outgrowth of the Tor network is an anonymous crypto-currency called Bitcoin, which 

allows for entirely anonymous monetary transactions. This currency is decentralized and 

encrypted, and allows a user to make monetary transactions through Tor without ever 

exposing his or her real identity (Bitcoin 2013).
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Cryptography is another powerful tool that can be used to guarantee privacy in 

both email and data. In terms of email, public key encryption is the most well-known 

form of cryptography. In public key encryption, the two parties engaged in electronic 

communication have two separate encryption keys – one that is public to the world, and 

one that is kept entirely private. To send an encrypted message, one party would use the 

other party's public key to encrypt the message, while the receiving party would decrypt 

the message with his or her private key (Kang 1998, 1242). While no cryptography is 

perfect, public key encrypted communications when combined with an anonymizing 

method like Tor makes surveillance of communications nearly impossible for law 

enforcement.52 

Full disk encryption (FDE) is another form of encryption which applies to the 

entire hard drive of one's computer. The growing use of FDE has been a major roadblock 

in several investigations involving computers (Casey et al. 2011). In the case of a 

Brazilian banker named Daniel Dantas, both Brazilian law enforcement and the FBI 

attempted to break Dantas' encryption for a total of seventeen months, to no avail 

(Leyden 2010).53 The previously mentioned Boucher case is another example of FDE 

thwarting law enforcement's attempts to obtain digital evidence. Casey's (2011) article on

FDE concludes with the statement that “new techniques and technology for breaking or 

52 Cryptography is developing rapidly – one cannot use a method prescribed in 1998 and expect it to be 
unbreakable in 2013. New encryption algorithms are released periodically, and generally have some 
longevity. The basic principles remain the same. A good example of the government being unable to 
crack Pretty Good Privacy (PGP) encryption is in the 2006 case of In re Boucher where a Secret 
Service agent trained in computer forensics “testified that it is nearly impossible to access these 
encrypted files without knowing the password” (In re Boucher, 5). 

53 Though this case occurred in Brazil, it is interesting to note that in the past few years Fifth Amendment 
case law concerning the compulsory surrender of encryption keys has been developing in the Courts. 
The Boucher case is one of the early forerunners to this new vein of Fifth Amendment interpretation 
(Fakhoury 2012)
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bypassing full disk encryption [are needed or] FDE will increasingly hamper digital 

investigations” (134) showing the strength of this kind of encryption.

During the research for this project, I took my own steps in securing my data and 

communications based on the evidence compiled in the preceding chapter. By using some

of the aforementioned techniques along with modifications in the way I compute, I feel 

confident that a probable cause search warrant would be necessary to obtain most, if not 

all of my data and communications. First, I registered my own domain name based in 

Sweden and administered in France. By owning this domain name, it would likely be 

easier to make the argument that all emails sent to the domain name are my property, 

rather than the property of a third party. However, the server in France which receives my

emails still might acquiesce to a court order or a search warrant. Rather than allowing for 

this possibility, the email client that I use deletes all emails from the server as soon as 

they are retrieved. This way, the server in France only acts as an ECS and never morphs 

into the lesser protected RCS.54 Of course, this service does not even fall under United 

States law. 

Once these emails are downloaded onto my computer, they are encrypted in real 

time by my operating system, which employs full disk encryption. To guard against 

traffic monitoring, this email client is configured to route all downloads through the Tor 

network. Whenever anonymous browsing is required, I use a separate operating system 

called The Amnesiac Incognito Live System (Tails) which is structured to leave no trace 

history on my hard drive while also routing all connections through the Tor network. No 

54 This way of handling email closely resembles the way that email was handled when the ECPA was first
drafted. 
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documents or emails which I intend to keep private are sent or stored through cloud 

services like Google or Dropbox.

As one can see, securing data and communications on the Internet is not a difficult

task for a user who makes privacy a primary goal. If I have implemented full disk 

encryption entirely correctly and the Tor network succeeds in anonymizing my traffic, it 

is likely impossible for law enforcement, even with a probable cause search warrant, to 

obtain any electronic evidence from my computer. Though some technologically savvy 

and law-abiding citizens take similar precautions in securing their data, it is surely not the

norm. However, a criminal with a vested interest in staying out of prison has every reason

to take these steps, and most likely does. With these technologies readily available to the 

public, it is almost nonsensical to deny the likely law-abiding citizen Fourth Amendment 

protection on the Internet no matter their personal security practices. When criminals 

have every incentive to use every technology available to them to thwart law enforcement

efforts, why penalize the vast majority of Internet users? 

Of course, it behooves the vast majority of Internet users to take advantage of 

some or all of these technologies to secure their own data from governmental snooping. 

Though most Internet users do not commit crimes on a regular basis, there is a vast 

amount of information generated whenever a person uses the Internet. Without context, 

many users' browsing histories may seem overtly criminal to someone with no further 

knowledge about the people they may be investigating. For example, a student writing a 

research paper on sexual offenders may use malformed and seemingly incriminating 

search requests for more information on the topic. A concerned teenager with a friend 

who uses marijuana may type into a search engine the phrase “where can marijuana be 
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found in this town?” while a pen/trap device has been installed on his or her connection 

because of an older brother's possibly illicit activities. It is likely that this search request 

could be used to establish probable cause to search the family's house for marijuana 

possession, which may then turn up an unregistered gun that the father received a decade 

earlier from a friend he barely remembers. In this example, even the most protected space

can be violated based on an innocent query. Simple search requests can represent, in a 

way, our unfiltered thoughts. When these thoughts can easily be read by a number of 

government agents, the possibilities for self-incrimination are limitless. Thankfully, 

citizens do have the choice of either revealing or protecting their private thoughts from 

the prying eyes of Google or the government. Many citizens, however, do not understand 

that they have this choice, or do not realize the implications of revealing the vast amounts

of information they generate each day. 

These dilemmas are likely to affect Supreme Court decision-making in the future 

when it comes to possible  re-interpretation of the Fourth Amendment. Just like in the 

post-Olmstead era of telephony, when it became obvious that a focus on technical 

trespasses were doing little to address the differing nature of telephones, there will likely 

be a time when the third party doctrine is addressed and dismissed in favor of an 

interpretative strategy that can be reasonably applied to the Internet. When this finally 

does occur, the spirit of the Fourth Amendment will hopefully be realized in the way the 

Founders' intended. 
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